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NSLs and Section 215
�%�� Repeal the expanded NSL and section 215 authorities that allow the FBI to demand information about 

innocent people who are not the targets of any investigation. Reinstate prior standards limiting the use of 
section 215 and NSL authorities to gather information only about terrorism suspects and other agents of 
foreign powers.

�%�� Allow gag orders only upon the authority of a court, and only when necessary to protect national security.  
Limit scope and duration of such gag orders and ensure that their targets and recipients have a meaningful 
right to challenge them before a fair and neutral arbiter. 

�%�� Impose judicial oversight of all Patriot Act authorities.

Material Support
�%��
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INTRODUCTION
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REAL PATRIOTS DEMAND THEIR RIGHTS

The Fourth Amendment to the U. S. Constitution protects individuals against ‘unreasonable searches and seizures.’ 
In1886, Supreme Court Justice Joseph P. Bradley suggested that the meaning of this phrase could not be understood 
without reference to the historic controversy over general warrants in England and her colonies.2 General warrants 
were broad orders that allowed the search or seizure of unspeci�ed places or persons, without probable cause 
or individualized suspicion. For centuries, English authorities had used these broad general warrants to enforce 
“seditious libel” laws designed to sti�e the press and suppress political dissent.This history is particularly informative 
to an analysis of the Patriot Act because the purpose of the Fourth Amendment was not just to protect personal 
property, but “to curb the exercise of discretionary authority by [government] of�cers.”3  

To the American colonists, nothing demonstrated the British government’s illegitimate use of authority more than 
“writs of assistance” – general warrants that granted revenue agents of the Crown blanket authority to search private 
property at their own discretion.4 In 1761, in an event that John Adams later described as “the �rst act of opposition” 
to British rule, Boston lawyer James Otis condemned general warrants as “the worst instrument of arbitrary power, 
the most destructive of English liberty and the fundamental principles of law, that ever was found in an English law 
book.”5 Otis declared such discretionary warrants illegal, despite their of�cial government sanction, because they 
“placed the liberty of every man in the hands of every petty of�cer.”6 The resistance to writs of assistance provided 
an ideological foundation for the American Revolution – the concept that the right of the people to be free from 
unwarranted government intrusion into their private affairs was the essence of liberty. American patriots carried a 
declaration of this foundational idea on their �ag as they marched into battle: “Don’t tread on me.”

Proponents of the Patriot Act suggest that reducing individual liberties during a time of increased threat to our 
national security is both reasonable and necessary, and that allowing fear to drive the government’s decisions in a 
time of emergency is “not a bad thing.”7 In effect, these modern-day patriots are willing to exchange our forbearers’ 
“don’t tread on me” banner for a less inspiring one reading “if you aren’t doing anything wrong you have nothing 
to worry about.”  

Colonial-era patriots were cut from different cloth. They saw liberty not as something to trade for temporary 
comfort or security, but rather as a cause worth �ghting for even when the odds of success, not to mention survival, 
were slight. 

The framers of the Constitution recognized that giving the government unchecked authority to pry into our private 
lives risked more than just individual property rights, as the Supreme Court later recounted: “The Bill of Rights 
was fashioned against the background of knowledge that unrestricted power of search and seizure could also be an 
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particularly describe the ‘things to be seized’ is to be accorded the most scrupulous exactitude when the ‘things’ are 
books, and the basis for their seizure is the ideas which they contain.”10  

The seizure of electronic communications and private records under the Patriot Act today is no less an assault on the 
ideas they contain than seizure of books during a less technologically advanced era. Indeed, even more fundamental 
liberty interests are at stake today because the Patriot Act expanded “material support” for terrorism statutes 
that effectively criminalize political association and punish wholly innocent assistance to arbitrarily blacklisted 
individuals and organizations. Patriot Act proponents suggest we should forfeit our rights in times of emergency, 
but the Supreme Court has made clear that the Constitution requires holding the government to more exacting 
standards when a seizure involve the expression of ideas even where compelling security interests are involved. As 
Justice Powell explained in United States v. United States District Court,

National security cases, moreover, often re�ect a convergence of First and Fourth Amendment values 
not present in cases of “ordinary” crime. Though the investigative duty of the executive may be stronger 
in such cases, so also is there greater jeopardy to constitutionally protected speech.11 

More exacting standards are necessary in national security cases because history has repeatedly shown that 
government leaders too easily mistake threats to their political security for threats to the national security. Enhanced 
executive powers justi�ed on national security grounds were used against anti-war activists, political dissidents, labor 
organizers and immigrants during and after World War I. In the 1950s prominent intellectuals, artists and writers 
were blacklisted and denied employment for associating with suspected communists and socialists. Civil rights 
activists and anti-war protesters were targeted in the 1960s and 1970s in secret FBI and CIA operations.

Sti�ing dissent does not enhance security. The framers created our constitutional system of checks and balances 
to curb government abuse, and ultimately to make the government more responsive to the needs of the people 
– which is where all government power ultimately lies. The Patriot Act gave the executive branch broad and 
unprecendented discretion to monitor electronic communications and seize private records, placing individual 
liberty, as John Otis warned, “in the hands of every petty of�cer.”
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Increasing Levels of Surveillance

Little is known about how the government uses many of its authorities under the Patriot Act, but raw numbers 
available through government reports re�ect a rapidly increasing level of surveillance.

Foreign Intelligence Surveillance Court Orders Approved
(Includes orders for electronic surveillance and physical searches)
Section 218 of the Patriot Act modi�ed the legal standard necessary to obtain Foreign Intelligence Surveillance 
Court orders. 
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National Security Letter Requests*
Section 505 of the Patriot Act reduced the legal standard for issuing National Security Letters. 
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More Collection Does Not Result in More Prosecutions

Data produced by the Executive Of�ce for United States Attorneys and analyzed by the Transactional Records 
Access Clearinghouse (TRAC) shows that prosecutions in FBI international terrorism cases dropped steadily from 
2002 to 2008.* 
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More critical to evaluating the effectiveness of post-Patriot Act surveillance, however, is DOJ’s increasing tendency 
to refuse to prosecute FBI international terrorism investigations during that time period. In 2006, the DOJ declined 
to prosecute a shocking 87% of the international terrorism cases the FBI referred for prosecution. Only a tiny 
fraction of the many thousands of terrorism investigations the FBI opens each year are even referred for prosecution, 
thereby demonstrating that the vast majority of the FBI’s terrorism-related investigative activity is completely for 
naught – yet the FBI keeps all of the information it collects through these dubious investigations, forever.
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NEW SUNSET DATES CREATE OVERSIGHT OPPORTUNITY

When Congress reauthorized the Patriot Act in 2006, it established new expiration dates for two Patriot Act 
provisions and for a related provision of the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA).18 
Under the reauthorization these three provisions, section 206 and section 215 of the Patriot Act and section 
6001 of the IRTPA, are all set to expire on December 31, 2009. The 111th Congress will revisit these provisions 
this year, which creates an opportunity for Congress to examine and evaluate the government’s use and abuse of all 
Patriot Act authorities, as well as other post-9/11 surveillance or security programs.

Section 206 of the Patriot Act authorizes the government to obtain “roving wiretap” orders from the Foreign 
Intelligence Surveillance Court (FISC) whenever a subject of a wiretap request uses multiple communications 
devices. The FISC is a secret court established under the Foreign Intelligence Surveillance Act (FISA) that issues 
classi�ed orders for the FBI to conduct electronic surveillance or physical searches in intelligence investigations 
against foreign agents and international terrorists. Unlike roving wiretaps authorized for criminal investigations, 
section 206 does not require the order to identify either the communications device to be tapped nor the individual 
against whom the surveillance is directed, which is what gives section 206 the Kafkaesque moniker, the “John Doe 
roving wiretap provision.” The reauthorized provision requires the target to be described “with particularity,” and 
the FBI to �le an after-the-fact report to the FISC to explain why the government believed the target was using the 
phones it was tapping. However, it does not require the government to name the target, or to make sure its roving 
wiretaps are intercepting only the target’s communications. The power to intercept a roving series of unidenti�ed 
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or items belonging to people who are not even under suspicion of involvement with terrorism or espionage, 
including U.S. citizens and lawful resident aliens, not just foreigners.

Section 215 orders come with compulsory non-disclosure orders, or “gags,” which contributed to the secrecy 
surrounding how they were being used.  To ensure that it would have at least some information upon which to 
evaluate Patriot Act powers before the next sunset period, Congress included a provision in the 2006 Patriot Act 
reauthorization that required the Department of Justice Inspector General (IG) to audit the FBI’s use of National 
Security Letters (NSLs) and Section 215 orders.20 These reports provided the �rst thorough examination of the 
implementation of the post-9/11 anti-terrorism powers. They also con�rmed what our nation’s founders already 
knew: unchecked authority is too easily abused.
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EVIDENCE OF ABUSE: THE INSPECTOR GENERAL AUDITS

National Security Letters   

NSLs are secret demand letters issued without judicial review to obtain sensitive personal information such as 
�nancial records, credit reports, telephone and e-mail communications data and Internet searches. The FBI had 
authority to issue NSLs through four separate statutes, but these authorities were signi�cantly expanded by section 
505 of the Patriot Act.21 Section 505 increased the number of of�cials who could authorize NSLs and reduced 
the standard necessary to obtain information with them, requiring only an internal certi�cation that the records 
sought are “relevant” to an authorized counterterrorism or counter-intelligence investigation. The Patriot Act 
reauthorization made the NSL provisions permanent.
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requests were illegal.31 It would be dif�cult to call this conduct anything but 
intentional.

The ACLU successfully challenged the constitutionality of the original Patriot 
Act’s gag provisions, which imposed a categorical and blanket non-disclosure 
order on every NSL recipient.32 Upon reauthorization, the Patriot Act limited 
these gag orders to situations when a special agent in charge certi�es that 
disclosure of the NSL request might result in danger to the national security, 
interference with an FBI investigation or danger to any person. Despite this 
attempted reform, the IG’s 2008 audit showed that 97 percent of NSLs issued by 
the FBI in 2006 included gag orders, and that �ve percent of these NSLs contained 
“insuf�cient explanation to justify imposition of these obligations.”33 While a 
�ve percent violation rate may seem small compared to the widespread abuse 
of NSL authorities documented elsewhere, these audit �ndings demonstrate 
that the FBI continues to gag NSL recipients in an overly broad, and therefore 
unconstitutional manner. Moreover, the IG found that gags were improperly 
included in eight of the 11 “blanket NSLs” that senior FBI counterterrorism 
of�cials issued to cover hundreds of illegal FBI requests for telephone records 
through exigent letters.34

The FBI’s gross mismanagement of its NSL authorities risks security as much 
as it risks the privacy of innocent persons. The IG reported that the FBI could 
not locate return information for at least 532 NSL requests issued from the 
�eld, and 70 NSL requests issued from FBI headquarters (28 percent of the 
NSLs sampled).35 Since the law only allows the FBI to issue NSLs in terrorism 
and espionage investigations, it cannot be assumed that the loss of these records 
is inconsequential to our security. Intelligence information continuing to fall 
through the cracks at the FBI through sheer incompetence is truly a worrisome 
revelation.  

PETER CHASE is the Director of the 

Plainville Public Library and was formerly 

the Vice President of Library Connection Inc, 

a consortium of 26 Connecticut libraries. In 

2005, the FBI used an NSL to demand library 

patron records from Library Connection 

and imposed a gag order on the librarians, 

prohibiting them from speaking to Congress 

during the debate about the reauthorization 

of the Patriot Act. Peter and his colleagues 

decided to challenge the NSL demand and 

gag. “The government was telling Congress 

that it didn’t use the Patriot Act against 

libraries and that no one’s rights had been 

violated. I felt that I just could not be part 
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Section 215 Orders

The IG’s section 215
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When the FISC raised First Amendment concerns about the FBI investigation, 
the FBI general counsel decided the FBI would continue the investigation 
anyway, using methods that had less oversight. When asked whether the court’s 
concern caused her to review the underlying investigation for compliance 
with legal guidelines that prohibit investigations based solely on protected 
First Amendment activity, the general counsel said she did not because “she 
disagreed with the court’s ruling and nothing in the court’s ruling altered her 
belief that the investigation was appropriate.”42 Astonishingly, she put her own 
legal judgment above the decision of the court. She added that the FISC “does 
not have the authority to close an FBI investigation.”43  

A former OIPR counsel for intelligence policy argued that while investigations 
based solely on association with subjects of other national security investigations 
were “weak,” they were “not necessarily illegitimate.”44 It is also important to 
note that this investigation, based on simple association with the subject of 
another FBI investigation, was apparently not an aberration. The FBI general 
counsel told the IG the FBI would have to close “numerous investigations” if 
they could not open cases against individuals who merely have contact with 
other subjects of FBI investigations.45  Conducting “numerous investigations” 
based upon mere contact, and absent facts establishing a reasonable suspicion of 
wrongdoing, will only result in wasted effort, misspent security resources and 
unnecessary violations of the rights of innocent Americans.

The FBI’s stubborn de�ance of OIPR attorneys and the FISC demonstrates a 
dangerous interpretation of the legal limits of the FBI’s authority at its highest 
levels, and lays bare the inherent weakness of any set of internal controls. The 
FBI’s use of NSLs to circumvent more arduous section 215 procedures con�rms 
the ACLU’s previously articulated concerns that the lack of oversight of the 
FBI’s use of its NSL authorities would lead to such inappropriate use.

Moreover, despite the FBI’s infrequent use of section 215, the IG discovered 
serious de�ciencies in the way it managed this authority. The IG found 
substantial bureaucratic delays at both FBI headquarters and OIPR in bringing 
section 215 applications to the FISC for approval. While neither the FBI’s FISA 
Management System nor DOJ’s OIPR tracking system kept reliable records 
regarding the length of time section 215 requests remained pending, the IG 
was able to determine that processing times for section 215 requests ranged 
from ten days to an incredible 608 days, with an average delay of 169 days 
for approved orders and 312 days for withdrawn requests.46 The IG found 
these delays were the result of unfamiliarity with the proper process, simple 
misrouting of the section 215 requests and an unnecessarily bureaucratic, self-
imposed, multi-layered review process.47 Most tellingly, the IG’s 2008 report 
found that the process had not improved since the IG  identi�ed these problems 
had been identi�ed in the 2007 audit.48 DOJ has used long processing times 

BREWSTER KAHLE is the founder and 

digital librarian of the Internet Archive, 

a digital library. In November 2007, the 

FBI used an NSL to demand personal 

information about one of the Archive’s 

users. The NSL also included a gag order, 

prohibiting the Archive from revealing the 

existence of the letter. In April 2008, the 

FBI withdrew the unconstitutional NSL as 

part of the settlement of a lawsuit brought 

by the ACLU and the Electronic Frontier 

Foundation. “The free �ow of information is 

at the heart of every library’s work. That’s 

why Congress passed a law limiting the FBI’s 

power to issue NSLs to America’s libraries. 

While it’s never easy standing up to the 

government - particularly when I was barred 

from discussing it with anyone - I knew I had 

to challenge something that was clearly 

wrong. I’m grateful that I am able now to talk 

about what happened to me, so that other 

libraries can learn how they can �ght back 

from these overreaching demands.”
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for FISA applications as justi�cation for expanding its surveillance powers and reducing FISC review, but this 
evidence shows clearly that ongoing mismanagement at the FBI and OIPR drives these delays, not a lack of 
authority.49 Congress should instead compel ef�ciency at these agencies by increasing its oversight and reining in 
these expanded authorities.

SUGGESTED REFORMS

�%�� Repeal the expanded section 215 authorities that allow the FBI to demand 
information about innocent people who are not the targets of any investigation. 
Return to previous standards limiting the use of 215 authorities to gather 
information only about terrorism suspects and other agents of foreign powers.  
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UNCONSTITUTIONAL: 
COURT CHALLENGES TO THE PATRIOT ACT
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The third case, Internet Archive v. Mukasey, involved an NSL served on a digital library.55 In April 2008, the FBI 
withdrew the NSL and the gag as a part of the settlement of the legal challenge brought by the ACLU and the 
Electronic Frontier Foundation.56 In every case in which an NSL recipient has challenged an NSL in court, the 
government has withdrawn its demand for records, creating doubt regarding the government’s need for the records 
in the �rst place.

In addition, a 2007 ACLU Freedom of Information Act suit revealed that the FBI was not the only agency abusing 
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determine that the government acted in an arbitrary and capricious manner 
– a very dif�cult legal standard for an FTO to prove - in order to overturn a 
designation.  

Section 805 of the Patriot Act expanded the already overbroad de�nition 
of “material support and resources” to include “expert advice or assistance,” 
and section 810 increased penalties for violations of the statute.64 Through 
IRTPA, Congress narrowed these provisions in 2004 to require that a person 
have knowledge that the organization is an FTO, or has engaged or engages 
in terrorism. However, the statute still does not require the government to 
prove that the person speci�cally intended for his or her support to advance 
the terrorist activities of the designated organization.65 In fact, the government 
has argued that those who provide support to designated organizations can run 
afoul of the law even if they oppose the unlawful activities of the designated 
group, intend their support to be used only for humanitarian purposes and take 
precautions to ensure that their support is indeed used for these purposes.66  This 
broad interpretation of the material support prohibition effectively prevents 
humanitarian organizations from providing needed relief in many parts of the 
world where designated groups control schools, orphanages, medical clinics, 
hospitals and refugee camps.67

In testimony before Congress in 2005, ACLU of Southern California staff 
attorney Ahilan T. Arulanantham gave a �rst-hand account of the dif�culties he 
experienced while providing humanitarian aid to victims of the 2004 tsunami 
in Sri Lanka.68 At the time of the tsunami approximately one-�fth of Sri Lanka 
was controlled by the Liberation Tigers of Tamil Eelam (LTTE), an armed 
group �ghting against the Sri Lankan government.  The U.S. government 
designated the LTTE as an FTO, but for the 500,000 people living within 
its territory, the LTTE operates as an authoritarian military government. As a 
result, providing humanitarian aid to needy people in this part of Sri Lanka 
almost inevitably requires dealing directly with institutions the LTTE controls. 
And because there is no humanitarian exemption from material support laws 
(only the provision of medicine and religious materials are exempted), aid 
workers in con�ict zones like Sri Lanka are at risk of prosecution by the U.S. 
government. Arulanantham explained the chilling effect of these laws:

I have spoken personally with doctors, teachers, and others 
who want to work with people desperately needing their 
help in Sri Lanka, but fear liability under the “expert advice,” 
“training,” and “personnel” provisions of the law. I also know 
people who feared to send funds for urgent humanitarian 
needs, including clothing, tents, and even books, because 
they thought that doing so might violate the material 
support laws. I have also consulted with organizations, in 

WANDA GUTHRIE, a volunteer with 

the Thomas Merton Center for Peace & 

Justice, an organization founded in 1972 to 

bring people from diverse philosophies and 

faiths together to work, through nonviolent 

efforts, for a more just and peaceful world, 

was monitored by the FBI Joint Terrorism 

Task Force. “The government’s surveillance 

of the TMC events and gatherings which 

may include those of Roots for Peace is just 

horrible. Spying invades peoples’ privacy 

and sacred space when they are speaking 

out - and make no bones about it, when 

you’re speaking out for peace it is sacred 

space. For the FBI to monitor us as if we 

were terrorists is unconscionable. ”

FACES of 
SURVEILLANCE
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my capacity as an ACLU attorney, that seek to send money for humanitarian assistance to areas 
controlled by designated groups. I have heard those organizations express grave concerns about 
continuing their work for precisely these reasons. Unfortunately, the fears of these organizations 
are well-justi�ed. Our Department of Justice has argued that doctors seeking to work in areas 
under LTTE control are not entitled to an injunction against prosecution under the material 
support laws, and it has even succeeded in winning deportation orders under the immigration 
law’s de�nition of material support, for merely giving food and shelter to people who belong to 
a “terrorist organization” even if that group is not designated.69  

Tragically, our counterterrorism laws make it more dif�cult for U.S. charities to operate in parts of the world where 
their good works could be most effective in winning the battle of hearts and minds. In 2006 Congress passed the 
Patriot Act reauthorization, making the material support provisions permanent.70 

Such unjust and counter-productive consequences are a direct result of the overbroad and unconstitutionally vague 
de�nition of material support in the statute. The First Amendment protects an individual’s right to join or support 
political organizations and to associate with others in order to pursue common goals. The framers understood that 
protecting speech and assembly were essential to the creation and functioning of a vibrant democracy. As a result, 
the government cannot punish mere membership in or political association with disfavored groups – even those 
that engage in both lawful and unlawful activity – without the strictest safeguards.  

The material support provisions impermissibly criminalize a broad range of First Amendment-protected activity, 
both as a result of their sweeping, vague terms and because they do not require the government to show that a 
defendant intends to support the criminal activity of a designated FTO. Courts have held that vague statutes should 
be invalidated for three reasons: “(1) to avoid punishing people for behavior that they could not have known was 
illegal; (2) to avoid subjective enforcement of laws…; and 
(3) to avoid any chilling effect on the exercise of First 
Amendment freedoms.”71 Material support prohibitions 
against “training,” “services” and “expert advice and 
assistance” fail each of these three standards. 
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The material support provisions also impose guilt by association in violation of 
the Fifth Amendment. Due process requires the government to prove personal 
guilt – that an individual speci�cally intended to further the group’s unlawful 
ends – before criminal sanctions may be imposed.73 Even with the IRTPA 
amendments, the material support provisions do not require speci�c intent.  
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Ideological Exclusion

The Patriot Act revived the discredited practice of ideological exclusion: denying foreign citizens’ entry into the 
U.S. based solely on their political views and associations, rather than their conduct.  

Section 411 of the Patriot Act amended the INA to expand the grounds for denying foreign nationals admission 
into the United States, and for deporting those already here.81 This section authorizes the exclusion not only of 
foreign nationals who support domestic or foreign groups the U.S. has designated as “terrorist organizations,” but 
also those who support “a political, social or other similar group whose public endorsement of acts of terrorist 
activity the secretary of state has determined undermines United States efforts to reduce or eliminate terrorist 
activities.” Moreover, Congress added a provision that authorizes the exclusion of those who have used a “position 
of prominence within any country to endorse or espouse terrorist activity, or to persuade others to support terrorist 
activity or a terrorist organization, in a way that the secretary of state has determined undermines United States 
efforts to reduce or eliminate terrorist activities.”82 Though ostensibly directed at terrorism, the provision focuses on 
words, not conduct, and its terms are broad and easily manipulated. The State Department’s Foreign Affairs Manual 
takes the sweeping view that the provision applies to foreign 
nationals who have voiced “irresponsible expressions of 
opinion.” Over the last six years, dozens of foreign scholars, 
artists and human rights activists have been denied entry to 
the United States not because of their actions – but because 
of their political views, their writings and their associations.

During the Cold War, the U.S. was notorious for excluding 
suspected communists. Among the many “dangerous” 
individuals excluded in the name of national security were 
Nobel Laureates Gabriel Garcia Márquez, Pablo Neruda 
and Doris Lessing, British novelist Graham Greene, Italian 
playwright Dario Fo and Pierre Trudeau, who later became 
prime minister of Canada. When Congress repealed the Cold War-era communist exclusion laws, it determined 
that “it is not in the interests of the United States to establish one standard of ideology for citizens and another 
for foreigners who wish to visit the United States.”  It found that ideological exclusion caused “the reputation of 
the United States as an open society, tolerant of divergent ideas” to suffer. When Congress enacted the “endorse or 
espouse” provision, it ignored this historical lesson. 

The ACLU challenged the constitutionality of “ideological exclusion” in American Academy of Religion v. Chertoff. In 
July 2004, the Department of Homeland Security (DHS) used the provision to revoke the visa of Tariq Ramadan, 
a Swiss citizen, one of Europe’s leading scholars of Islam and a vocal critic of U.S. policy.  Ramadan had accepted a 
position to teach at the University of Notre Dame.  After DHS and the State Department failed to act on a second 
visa application that would have permitted Ramadan to teach at Notre Dame, he applied for a B visa to attend and 
participate in conferences in the U.S. After the government failed to act on that application for many months, in 
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engage in an intellectual exchange with foreign scholars. When challenged in 
court, the government abandoned its allegation that Professor Ramadan had 
endorsed terrorism. 83  

The district court held that the government could not exclude Ramadan 
without providing a legitimate reason and that it could not exclude Ramadan 
based solely on his speech.  It ordered the government to adjudicate Ramadan’s 
pending visa application within 90 days.84 Thereafter, however, the government 
found an entirely new basis for barring Ramadan. Invoking the expanded 
material support provisions of the Real ID Act, the government determined that 
Professor Ramadan was inadmissible because of small donations he made from 
1998 to 2002 to a lawful European charity that provides aid to Palestinians.85 

The plaintiffs continued to challenge the legality of Professor Ramadan’s 
exclusion as well as the constitutionality of the ideological exclusion provision. 
In July 2007, the district court upheld Professor Ramadan’s exclusion but did 
not rule on the constitutionality of the ideological exclusion provision, �nding 
instead that the plaintiffs lacked standing. The ACLU appealed and the case 
remains pending before the the U.S. Court of Appeals for the Second Circuit.

The imposition of an ideological litmus test at the border is raw censorship 
and violates the First Amendment. It allows the government to decide which 
ideas Americans may or may not hear. Ideological exclusion skews political and 
academic debate in the U.S. and deprives Americans of information they have 
a constitutional right to hear. Particularly now, Americans should be engaged 
with the world, not isolated from it. 

Relaxed FISA Standards

Section 218
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improperly targeted person has no way of knowing his or her rights have been violated, so the government can 
never be held accountable.

Lowering evidentiary standards does not make it easier for the government to spy on the guilty.  Rather, it makes 
it more likely that the innocent will be unfairly ensnared in overzealous investigations. A most disturbing example 
of the way this provision enables the government to spy on innocent Americans is the case of Brandon May�eld, 
an American citizen and former U.S. Army of�cer who lives with his wife and three children in Oregon where he 
practices law.  

In March 2004, the FBI began to suspect May�eld of involvement in a series of terrorist bombings in Madrid, 
Spain, based on an inaccurate �ngerprint identi�cation. Although May�eld had no criminal record and had not 
left the U.S. in over 10 years, he and his family became subject to months of secret physical searches and electronic 
surveillance approved by the FISC. In May 2004, May�eld was arrested and imprisoned for weeks until news reports 
revealed that the �ngerprints had been matched to an Algerian national, Ouhane Daoud. May�eld was released 
the following day. In a subsequent lawsuit, May�eld v. United States, a federal district court held that the Patriot Act 
amendment violated the Fourth Amendment by allowing the government to avoid traditional judicial oversight 
to obtain a surveillance order, retain and use information collected in criminal prosecutions without allowing the 

targeted individuals a meaningful opportunity to challenge 
the legality of the surveillance, intercept communications 
and search a person’s home without ever informing the 
targeted individual and circumvent the Fourth Amendment’s 
particularity requirement.88
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CONCLUSION – IT IS TIME TO RECLAIM PATRIOTISM

In 2009, Congress must once again revisit the Patriot Act, as three temporary provisions from the 2006 reauthorization 
are set to expire by the end of the year. This time, however, Congress is not completely in the dark. The IG audits 
ordered in the Patriot Act reauthorization proved the government lied when it claimed that no Patriot Act powers 
had been abused. Critics former Attorney General John Ashcroft once derided as hysterical librarians were proven 
prescient in their warnings that these arbitrary and unchecked authorities would be misused.89 Just like the colonists 
who fought against writs of assistance, these individuals recognized that true patriotism meant standing up for 
their rights, even in the face of an oppressive government and an unknowable future. Certainly there are threats to 
our security, as there always have been, but our nation can and must address those threats without sacri�cing our 
essential values or we will have lost the very freedoms we strive to protect.

Courts all around the country have spoken, striking down several Patriot Act provisions that infringed on the 
constitutional rights of ordinary Americans. Yet the government has successfully hidden the true impact of the 
Patriot Act under a cloak of secrecy that even the courts couldn’t – or wouldn’t – penetrate.   

It is time for Congress to act. Lawmakers should take this opportunity to examine thoroughly all Patriot Act powers, 
and indeed all national security and intelligence programs, and bring an end to any government activities that are 
illegal, ineffective or prone to abuse. This oversight is essential to the proper functioning of our constitutional system 
of government and becomes more necessary during times of crisis, not less. Serving as an effective check against the 
abuse of executive power is more than just Congress’ responsibility; it is its patriotic duty.
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communications of suspected terrorists. Now, it can be used against people who are generally relevant to 
an investigation, even if they have done nothing wrong. 

�%�� Section 215: FISA Orders for Any Tangible Thing. These are FISA Court orders for any tangible thing 
– library records, a computer hard drive, a car – the government claims is relevant to an investigation to 
protect against terrorism. Since passage of the Patriot Act, the person whose things are being seized need 
not be a suspected terrorist or even be in contact with one. This section is scheduled to expire on Dec. 
31, 2009.  

�%�� Section 216: Criminal Pen Register/ Trap and Trace Orders. The Patriot Act amended the criminal code 
to clarify that the pen register/trap and trace authority permits the government to collect Internet records 
in real time. However, the statute does not de�ne ‘Internet record’ clearly. Congress needs to make sure 
that the government is not abusing this provision to collect lists of everything an innocent person reads 
on the Internet. 

�%�� Section 218: “Signi�cant Purpose” to Begin an Intelligence Wiretap or Conduct Physical Searches. Before 
the Patriot Act, the extensive and secretive powers under FISA could only be used when the collection 
of foreign intelligence – as opposed to prosecution – was the primary purpose of the surveillance. Now, 
collecting foreign intelligence need only be a “signi�cant” purpose, permitting the government to use this 
lower FISA warrant standard in place of a traditional criminal warrant. Congress must �nd out whether 
the government has conducted surveillance under the relaxed FISA standards for criminal prosecutions.  

�%�� Section 219: Single Jurisdiction Search Warrants. The Patriot Act allows judges sitting in districts where 
terrorism-related activities may have occurred to issue warrants outside of their district, possibly causing 
hardship on a recipient who may want to challenge the warrant.  

�%�� Section 220: Nationwide Search Warrants for Electronic Evidence.  This provision permits a judge to issue 
an order for electronic evidence outside of the district in which he or she sits.This provision may cause a 
hardship for a remote Internet or phone service provider who wants to challenge the legality of the order.  

�%�� Section 411: Ideological Exclusion. The Patriot Act amended the Immigration and Nationality Act to 
expand the terrorism-related grounds for denying foreign nationals admission into the United States, and 
for deporting aliens already here. This revived the discredited practice of ideological exclusion: excluding 
foreign citizens based solely on their political views and associations, rather than their conduct.

�%�� Section 505: National Security Letters. NSLs are demands for customer records from �nancial institutions, 
credit bureaus and communications service providers. They have existed for decades, but prior to passage of 
the Patriot Act and its subsequent amendments, they were limited to collecting information on suspected 
terrorists or foreign actors. Recipients are gagged from telling anyone besides their lawyers and those 
necessary to respond to the request that they either received or complied with a NSL.  The gag has been 
struck down as unconstitutional but remains on the books. In 2007 and 2008, the Justice Department’s 
inspector general reported that upwards of 50,000 NSLs are now issued each year, many of which obtain 
information on people two and three times removed from a suspected terrorist.  
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�%�� Section 802: De�nition of Domestic Terrorism
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