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Executive Summary

A new institution is emerging in American life: Fusion Centers.  These state, local and
regional institutions were originally created to improve the sharing of anti-terrorism
intelligence among different state, local and federal law enforcement agencies.  Though
they developed independently and remain quite different from one another, for many the
scope of their mission has quickly expanded—with the support and encouragement of
the federal government—to cover “all crimes and all hazards.”  The types of information
they seek for analysis has also broadened over time to include not just criminal intelli-
gence, but public and private sector data, and participation in these centers has grown to
include not just law enforcement, but other government entities, the military and even
select members of the private sector.  

These new fusion centers, over 40 of which have been established around the country,
raise very serious privacy issues at a time when new technology, government powers
and zeal in the “war on terrorism” are combining to threaten Americans’ privacy at an
unprecedented level. 

Moreover, there are serious questions about whether data fusion is an effective means of
preventing terrorism in the first place, and whether funding the development of these
centers is a wise investment of finite public safety resources.  Yet federal, state and local
governments are increasing their investment in fusion centers without properly assess-
ing whether they serve a necessary purpose.

There’s nothing wrong with the government seeking to do a better job of properly sharing
legitimately acquired information about law enforcement investigations—indeed, that is
one of the things that 9/11 tragically showed is very much needed.  

But in a democracy, the collection and sharing of intelligence information—especially
information about American citizens and other residents—need to be carried out with the
utmost care.  That is because more and more, the amount of information available on each
one of us is enough to assemble a very detailed portrait of our lives.  And because security
agencies are moving toward using such portraits to profile how “suspicious” we look.1

New institutions like fusion centers must be planned in a public, open manner, and their
implications for privacy and other key values carefully thought out and debated.  And like
any powerful institution in a democracy, they must be constructed in a carefully bounded
and limited manner with sufficient checks and balances to prevent abuse. 

Unfortunately, the new fusion centers have not conformed to these vital requirements.  

Since no two fusion centers are alike, it is difficult to make generalized statements about
them.  Clearly not all fusion centers are engaging in improper intelligence activities and
not all fusion center operations raise civil liberties or privacy concerns.  But some do,
and the lack of a proper legal framework to regulate their activities is troublesome.  This
report is intended to serve as a primer that explains what fusion centers are, and how
and why they were created.  It details potential problems fusion centers present to the
privacy and civil liberties of ordinary Americans, including:

• AAmmbbiigguuoouuss 
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INTRODUCTION

The origins of fusion centers… Federal government encouragement of
fusion centers… A dark history of abuse of secret intelligence activities…
Fusion centers today.

TThhee oorriiggiinnss ooff ffuussiioonn cceenntteerrss
After 9/11, pressure grew for a larger state role in counterterrorism.  At first, the FBI
attempted to increase intelligence sharing with state and local law enforcement by
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tutions such as federal agencies and state Emergency Operations Centers, and on the
other by the desire to do something that is actually useful.  

FFeeddee
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The Problems With Fusion Centers

I. Ambiguous lines of authority allow for “policy shopping.”
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AA WWiiddee RRaannggee ooff IInnffoorrmmaattiioonn

The DOJ Fusion Center Guidelines include a 6-page list—which it says is “not
comprehensive”—of potential types of information fusion centers could incorpo-
rate.  Some of the sources included on the list were:

• Private sector entities such as food/water production facilities, grocery stores 
and supermarkets, and restaurants.

• Banks, investment firms, credit companies and government-related financial 
departments.

• Preschools, day care centers, universities, primary & secondary schools and 
other educational entities providing information on suspicious activity.

• Fire and emergency medical services in both the public and private sector such 
as hospitals and private EMS services.

• Utilities, electricity, and oil companies, Department of Energy.
• Private physicians, pharmaceutical companies, veterinarians.
• The gaming industry, sports authority, sporting facilities, amusement parks, 

cruise lines, hotels, motels, resorts and convention centers.
• Internet service and e-mail providers, the FCC, telecom companies, computer 

and software companies, and related government agencies.  
• Defense contractors and military entities.
• The U.S. Postal service and private shipping companies.  
• Apartment facilities, facility management companies, housing authorities.
• Malls, retail stores and shopping centers.
• State and child welfare entities.
• Governmental, public, and private transport entities such as airlines and 

shipping companies.

While it is entirely appropriate for law enforcement to confer with private entities for spe-
cific, well-defined purposes, breaking down the arms-length relationship between gov-
ernment and the private sector by incorporating private entities into fusion centers is a
bad idea.  Several features of public-private fusion centers raise red flags:

• ““CCrriittiiccaall iinnffrraassttrruuccttuurree”” iiss nnoott ddeeffiinneedd iinn tthhee DDOOJJ GGuuiiddeelliinneess..  Rather, it is left to
the discretion of state and local officials to determine who would be invited to
participate in fusion center activities.  That opens the possibility that political
considerations could determine who gains access to fusion center information. 

• SSoommee pprriivvaattee eennttiittiieess ffoorreesseeee aann aaccttiivvee rroollee iinn aallll aassppeecctts

e
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to the Texas Observer the project failed due to concerns over the security of the
data: “it was not clear who at Northrop had access to the data, or what had
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or worse, to other clients, including private individuals, other commercial 
interests, and even foreign governments.  

66.. GGoovveerrnnmmeenntt iinnffoorrmmaattiioonn ccoouulldd bbee aabbuusseedd bbyy ccoommppaanniieess.. From a security 
standpoint, the more people who have access to sensitive information, the more 
chances there are of a security breach—particularly where employees’ loyalties 
lie with a private company rather than the community.  Companies participating 
in fusion centers could be tempted to use their access to sensitive information to  
retaliate against company critics, competitors or troublesome employees, or to 
gain an advantage in difficult labor battles.  

77.. PPrriivvaattee ppaarrttiicciippaattiioonn ccoouulldd lleeaadd ttoo pprriivvaattee rreettaalliiaattiioonn.. Private-sector access to 
inside information from fusion centers could lead to people unfairly being fired 
from a job, evicted from an apartment or denied a loan.  What protections could 
be built to prevent this from happening?  The Church Committee report on the 
FBI’s COINTELPRO program is full of stories in which private sector actors 



W
h

at’s W
r

o
n

g
 W

ith
 F

u
sio

n
 C

en
ter

s?
15

use the Law Enforcement Information Exchange (LInX), a law enforcement intelligence
sharing system developed by the Department of the Navy for use in areas of strategic
importance to the Navy.52

The involvement of military personnel is especially dangerous at a time when govern-
ment officials are using hyperbolic rhetoric about the threat of terrorism to scare
Americans into abandoning their civil liberties.  For example, Major General Timothy J.
Lowenberg, the Adjutant General of Washington State’s National Guard, which partici-
pates in the Washington Joint Analytical Center, told Congress:

We are a nation at war!  That is the “ground truth” that must drive all of our data
collection, information sharing and intelligence fusion and risk assessment
actions… Today, all American communities, large and small, are part of a new
and frighteningly lethal 21st Century global battle space.53

Officials who regard American communities as battlegrounds in a “war” can be tempted
to dispense with “inconvenient” checks and balances.  Americans have long been suspi-
cious, for very good reasons, of the idea of deploying military assets on U.S. soil, and
have long considered the Posse Comitatus Act to be one of the touchstones of American
liberty.  Allowing that bedrock principle to erode would be a radical step in the wrong
direction.

IIVV.. DDAATTAA FFUUSSIIOONN == DDAATTAA MMIINNIINNGG

The Justice Department’s 2006 Guidelines envision fusion centers doing more than sim-
ply sharing legitimately acquired law enforcement information across different branches
of our burgeoning security establishment.  The Guidelines encourage compiling data
“from nontraditional sources, such as public safety entities and private sector organiza-
tions” and fusing it with federal intelligence “to anticipate, identify, prevent, and/or moni-
tor criminal and terrorist activity.”54 This strongly implies the use of statistical dragnets
that have come to be called data mining.

The inevitable result of a data-mining approach to fusion centers will be:

• Many innocent individuals will be flagged, scrutinized, investigated, placed on
watch lists, interrogated or arrested, and possibly suffer irreparable harm to
their reputation, all because of a hidden machinery of data brokers, information
aggregators and computer algorithms.55

• Law enforcement agencies will waste time and resources investing in high-tech
computer boondoggles that leave them chasing false leads—while real threats
go unaddressed and limited resources are sucked away from the basic, old-fash-
ioned legwork that is the only way genuine terror plots have ever been foiled. 

The Guidelines set forth a comprehensive vision for how these new institutions should
operate:

Data fusion involves the exchange of information from different sources,
including law enforcement, public safety, and the private sector.  When com-
bined with appropriate analysis, it can result in meaningful and actionable
intelligence and information.56

At a fusion center, the report says, threat assessments and information related to public
safety, law enforcement, public health, social services and public works could be ‘fused’
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with federal data containing personally identifiable information whenever a “threat, crim-
inal predicate, or public safety need is identified.”57 Subsequent analysis and dissemina-
tion of criminal/terrorist information, intelligence and other information would “ideally
support efforts to anticipate, identify, prevent, and/or monitor criminal and terrorist
activity.”58

The head of the Delaware Information Analysis Center (DIAC): Delaware State Police
Captain Bill Harris, explained that

The fusion process is to take law enforcement information and other
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It would be unfortunate if data mining for terrorism discovery
had currency within national security, law enforcement, and
t
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That is one reason why the Privacy Act of 1974 imposed restrictions on the authority of the
federal government (though not the states) to merge databases (unfortunately that act is
now so riddled with exceptions that it offers citizens very little protection).
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VV.. EEXXCCEESSSSIIVVEE SSEECCRREECCYY 

Excessive secrecy not only undercuts the very purpose of fusion centers—the sharing of
information with those who need it—but, as always, increases the danger that incompe-
tence and malfeasance will flourish.  It also raises sharp questions about how individuals
who find they have been hurt by a center’s data fusion and “threat identification” prac-
tices can seek redress. 

Excessive secrecy on the part of the federal government also appears to be thwarting the
fundamental aim of fusion centers, which is the prevention of terrorism through the
coordination of state, local and federal information.  

Fusion centers were born out of state and local frustration with the federal government’s
failure to share information through the FBI’s Joint Terrorism Task Forces and else-
where.  Yet they are once again confronting the failure of the federal government to prop-
erly declassify and share intelligence information with their state and local law enforce-
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• The 9/11 Commission found that classification issues were a factor in the failure
to share intelligence that could have disrupted the terrorist attacks.88 Of the ten
missed “operational opportunities” to prevent the September 11th attacks identi-
fied by the Commission, not one involved a failure by a law enforcement officer
or a weakness in a traditional law enforcement technique.89 Instead, each
missed opportunity was the result of a failure by intelligence officials to share
critical information because of the confusing bureaucratic rules governing the
dissemination of classified information.  
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RECOMMENDATIONS

Fusion centers are a diverse, amorphous and still-evolving new institution in American
life.  As presently constituted, many centers do not appear to raise any privacy or other
issues.  Others, however, appear to be taking active steps to dodge privacy rules, incor-
porating military and private-sector personnel, and flirting with a data-mining approach
to their mission.  And the federal government’s vision for the centers, as well as natural
tendencies toward “mission creep,” suggest that they may evolve further in these unfor-
tunate directions.  Not only will this invade innocent Americans’ privacy, but it will also
hamper security by clogging the fusion centers with too much information and distract-
ing our police forces from their public safety mission with false leads, fruitless fishing
expeditions and bureaucratic turf wars.

The ACLU recommendations will help preserve our privacy, without endangering our
security. 

• Lift the cloak of secrecy surrounding the techniques that agencies at all levels of
government are using to exploit information in the “War on Terror”.  Without any
need to disclose particular investigative data, the public has a right to evaluate
the techniques that may be applied to it. 

• Urge reporters, legislators and citizens to learn more about fusion centers, and
use state and local sunshine laws, as well as federal Freedom of Information Act
requests, to do so.  A list of questions that should be asked of the state and local
fusion center representatives is available on the ACLU website at
www.aclu.org/fusion.    

• Subject fusion centers that involve the participation of federal agencies or receive
federal funds to the federal Freedom of Information Act.

• Rather than use an outdated model of intelligence management that is ill-suited
to modern threats to public safety, state and local authorities should return to
traditional law enforcement techniques based upon reasonable suspicion that
have kept America safe and free for over 230 years. 

• Encourage Congress to focus more on the impact fusion centers may have on the
privacy and civil liberties of ordinary Americans.  The 109th Congress held more
than five hearings regarding fusion centers and intelligence sharing, and the
110th held at least four more.92 Witnesses included federal, state and local law
enforcement agencies, and private sector fusion center participants—but no rep-
resentatives from the privacy and civil liberties community.

• Encourage Congress to lead a pointed inquiry and debate over fusion centers
before further resources are put into them.  It must pursue the question of
whether they represent a promising and effective approach to increasing securi-
ty, whether they pose dangers to privacy and other civil liberties that outweigh
any such promise, and what kind of federal regulatory action is warranted.
Congress should explore how privacy protections can actually make these cen-
ters more useful as security tools.



• Congress should examine the use of military personnel in fusion centers and
draw clear lines regarding how and when military personnel can engage in law
enforcement intelligence collection and analysis.

• Demand that Congress take further steps to end the turn toward mass data sur-
veillance as an acceptable law enforcement technique.  It has already barred sev-
eral questionable programs that move in this direction, but broader action may
be required.

• Urge Congress to protect the privacy and civil rights of innocent Americans by
requiring minimization procedures that prevent the intentional collection, reten-
tion and dissemination of private information when there is no reasonable indica-
tion of criminal activity.  And Congress needs to build in protections to ensure
that no American will be blacklisted without some form of due process.  

• Stanch the free flow of data exchanged between the fusion centers and the pri-
vate sector, through congressional action if necessary.

• The nation’s security establishment must dispense with the myth that law
enforcement is not an effective method for preventing terrorism.

Finally, state legislatures must act to create checks and balances on these institutions.
Specifically,

• They should determine a proper mission for these entities and develop bench-
marks for determining whether they are meeting their stated objectives.

• They should require regular reporting by the centers to determine what type of
information they are collecting, how it is being used and with whom they are
sharing it.  
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