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U.S. Government Watchlisting: Unfair Process and Devastating Consequences 

Introduction 
The U.S. government today maintains a massive watchlisting system that risks stigmatizing hundreds of 
thousands of people, including American citizens, as “known or suspected terrorists” based on secret 
standards and secret evidence, without a meaningful process to challenge error and clear their names.  
The watchlists in this system are shared widely within the federal government, with state and local law 
enforcement agencies, and even with foreign governments, heightening the negative consequences for 
listed individuals. Being placed on a U.S. government watchlist can mean an inability to travel by air or 
sea; invasive screening at airports; denial of a U.S. visa or permission to enter to the United States; and 
detention and questioning by U.S. or foreign authorities—to say nothing of shame, fear, uncertainty, 
and denigration as a terrorism suspect. Watchlisting can prevent disabled military veterans from 
obtaining needed benefits, separate family members for months or years, ruin employment prospects, 
and isolate an individual from friends and associates. 

Given the gravity of these consequences, it is vital that if the government blacklists people, the 
standards it uses are appropriately narrow, the information it relies on is accurate and credible, and the 
manner in which watchlists are used is consistent with the presumption of innocence and the right to a 
hearing before punishment—legal principles older than our nation itself. Yet the government fails these 
basic tests of fairness. It has placed individuals on watchlists, and left them there for years, as a result of 
blatant errors. It has expanded its master terrorist watchlist to include as many as a million names, 
based on information that is often stale, poorly reviewed, or of questionable reliability. It has adopted a 
standard for inclusion on the master watchlist that gives agencies and analysts near-unfettered 
discretion. And it has refused to disclose the standards by which it places individuals on other watchlists, 
such as the No Fly List.  

Compounding this unfairness is the fact that the “redress” procedures the U.S. government provides for 
those who have been wrongly or mistakenly included on a watchlist are wholly inadequate. Even after 
people know the government has placed them on a watchlist—including after they are publicly denied 
boarding on a plane, or subjected to additional and invasive screening at the airport, or told by federal 
agents that they will be removed from a list if they agree to become a government informant—the 
government’s official policy is to refuse to confirm or deny watchlist status.  Nor is there any meaningful 
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administration must rein in what the Ninth Circuit Court of Appeals has called “a vast, multi-agency, 
counterterrorism bureaucracy that tracks hundreds of thousands of individuals”1—
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�x The standards for inclusion on either the No Fly List or the Selectee List. Government 
representatives have acknowledged that “additional derogatory requirements” are required for 
inclusion on those lists, beyond that which is required for inclusion in the TSDB.19 To date, the 
government has refused to disclose those requirements. 

�x The substantive standards for inclusion of individuals on any of the other watchlists, such as 
CLASS, TECS, or KST.  

�x How the various nominating agencies interpret the standard(s) for nomination, how widely 
those interpretations vary across the intelligence community, or whether any agency has issued 
guidance elaborating on the standard(s).  

�x How the TSC interprets the term “terrorism.” Indeed, the GAO has noted that “agencies utilizing 
watch list records recognize various definitions of the term.”20 

�x The extent or content of any training of personnel at nominating agencies regarding the 
standard for inclusion on watchlists. 

The permissive standard for labeling someone a terrorist raises serious questions about the reliability of 
the intelligence underlying government watchlists. That intelligence originates with agencies such as the 
CIA, NSA, or the Defense Intelligence Agency, but the watchlisting process does not appear to involve 
rigorous review of the 
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watchlist nominations to be inappropriate, inaccurate, or outdated because watchlist records 
are not appropriately generated, updated or removed as required by FBI policy.”22 

�x A year later, in May 2009, the same Inspector General found that 35 percent of the nominations 
to the lists were outdated, many people were not removed in a timely manner, and tens of 
thousands of names were placed on the list without an adequate factual basis.23  

�x A review by the TSC determined that 45 percent of the watchlist records related to redress 
complaints were inaccurate, incomplete, outdated, or incorrectly included.24  

When flawed or unreliable information makes its way into the watchlist database, it tends to stay there. 
A
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experienced significant delays in exercising their absolute right to return to the United States, either 
because they have been prohibited from boarding U.S.-bound airplanes or because U.S. embassy 
personnel abroad have seized their passports. Numerous individuals who have been stranded abroad 
also report that the FBI has used their apparent inclusion on a watchlist as a means of pressuring them 
to become informants on their communities.33  

Finally, the stigma, 
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DHS TRIP is intended as a single point of contact for individuals who have experienced difficulties with 
travel, screening, or crossing U.S. borders. An aggrieved traveler submits an inquiry form to DHS, which 
determines whether the inquiry appears related to the TSDB. If so, the inquiry is referred to the TSC, 
which determines whether the traveler is an exact match to an individual listed in the TSDB. Where the 
traveler appears to be a match, TSC contacts the agency that originally watchlisted a person to 
determine whether the individual’s current watchlisting status is appropriate. TSC then notifies the 
agency that encountered the individual (such as the Transportation Security Administration) of the 
results of the inquiry, and that agency sends a letter to the traveler.   

The letter does not reveal whether the individual is, or ever was, on a watchlist, or any reasons for the 
individual’s status. Indeed, the letter reveals little other than that “we have conducted a review of any 
applicable records in consultation with other federal agencies as appropriate, and it has been 
determined that no corrections or changes are warranted at this time.” The letter may include a 
“Redress Control Number” that the individual is to use when attempting to travel or board an aircraft in 
the future, but it is never clear that using that number will resolve or improve the problem the traveler 
had in the first place. And while watchlisted individuals have a statutory right to have the DHS TRIP 
determination reviewed by a federal court of appeals, that review is based on an agency record to which 
the watchlisted person has no access at all, and cannot meaningfully challenge.   

Thus, DHS TRIP merely reflects and perpetuates the government’s policy of denying listed individuals 
even the most basic information about the reasons for their inclusion on a watchlist, without a hearing 
or opportunity to clear their names and restore their liberties.  

What Should Be Done to Fix the Watchlisting System? 
The ACLU has long called for major changes to the government’s system of watchlists, including the 
following measures:  

�x Improvements in the accuracy of the lists. Federal agencies need clear, uniform, narrowly-
written standards that detail the specific evidentiary requirements for placing a person on a list. 
Bloated watchlists waste screeners' time and divert their energies from looking for true threats. 

�x A rigorous process for fixing mistakes. Routine, comprehensive audits must result in the removal 
of outdated or inaccurate information, and where no longer warranted, watchlist entries must 
be purged.  

�x Meaningful redress for erroneously listed individuals. Individuals must be permitted to contest 
the basis for their inclusion on a watchlist, including meaningful access to evidence used against 
them, before a neutral decision maker. 

�x Limitations on the ways in which watchlists can be used. Grave threats to our country will not be 
averted by using watchlists to deny employment, withhold commercial or professional licenses, 
or otherwise disadvantage and isolate listed individuals. 

Conclusion 
If the government is to maintain watchlists, they must be targeted at genuinely dangerous individuals. 
As implemented, however, the 
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power over innocent citizens and non-citizens alike. Countless individuals have been placed on 
watchlists based on intelligence of unknown reliability and according to standards that that are either 
secret or so broad as to be formless. Placement on such watchlists can entail life-altering consequences 
without any meaningful mechanism for determining, let alone contesting, one’s watchlisting status. 
Fundamental changes to this system—including narrow listing standards, rigorous review, and 
meaningful redress procedures—are long overdue.  

                                                           
1 Ibrahim v. Dep't of Homeland Sec., 669 F.3d 983, 988-89 (9th Cir. 2012). 
2 Homeland Security Presidential Directive—6, Integration and Use of Screening Information to Protect Against 
Terrorism, 39 WEEKLY COMP. PRES. DOC. 1234 (Sept. 16, 2003).  
3 Fed. Bureau of Investigation, Terrorist Screening Center
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26 See Latif, supra note 9, at *9 (“The realistic implications of being on the No Fly List are potentially far-reaching.”). 
27 Mohamed, supra note 19, at *7. Widespread use of watchlists also exacts society-wide costs that are more 
difficult to quantify. See, e.g., Peter M. Shane, The Bureaucratic Due Process of Government Watch Lists, 75 GEO. 
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