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Before the 

Federal Aviation Administration 

https://www.govinfo.gov/content/pkg/FR-2019-12-31/pdf/2019-28100.pdf
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The proposed rule requires UASs that are already subject to FAA registration requirements to 

transmit an identifier along with second-by-second data on the location and altitude of both the 

drone DQG�WKH�DLUFUDIW¶V�JURXQG�FRQWUROOHU��The rule provides for two methods by which UASs 

would be required to identify themselves. The first would be over the Internet through a cellular 

telephone connection to one of a number of private third-SDUW\�³8$6�6HUYice Suppliers´��866�, 

which would collect such data and retain it for six months, to be supplied to the FAA or law 

enforcement upon request. The second would be by broadcasting such data over short-range 

public radio frequencies.2 

 

In evaluating the consequences of such a tracking infrastructure for privacy, there are two 

existing paradigms to which we believe it could be fairly compared: automobile license plates, 

and manned aircraft registration numbers.  

 

First, automobile license plates are a unique identifier, visible to all in the immediate vicinity of a 

vehicle but generally linkable to that YHKLFOH¶V�RZQHU�only by law enforcement. License plates do 

not offer the government or others a broad view of vehicular movements across time and space 

(other than through the relatively new and highly controversial use of automatic license plate 

reader (ALPR) devices by police in some communities to record and persistently store vehicle 

location data, an activity that we and many other Americans regard as illegitimate and 

constitutionally suspect, and which we strenuously oppose3).  

 

Second, like cars, manned aircraft are required to be registered with the government and are 
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https://apnews.com/674886091e344ffa95e92eb482e02be1/ap-exclusive-ferguson-no-fly-zone-aimed-media
/files/assets/aclu_letter_to_faa_11.4.14.pdf
/sites/default/files/field_document/faa_letter_for_standing_rock_12.16.2016.pdf
https://www.baltimoresun.com/news/crime/bs-md-ci-cr-baltimore-police-support-surveillance-plane-20191220-zfhd5ndtlbdurlj5xfr6xhoe2i-story.html
https://www.baltimoresun.com/news/crime/bs-md-ci-cr-baltimore-police-support-surveillance-plane-20191220-zfhd5ndtlbdurlj5xfr6xhoe2i-story.html
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a fever pitch; such data is now very valuable and is being mined from every possible source. 

Without proper protections, it is predictable that aerial photography will become yet another such 

source.  

 

$PHULFDQV�QHHG�WKH�DELOLW\�WR�NQRZ�ZKDW�³H\HV�LQ�WKH�VN\´�DUH�REVHUYLQJ�WKH�VWUHHWV��

FRPPXQLWLHV��DQG�FLWLHV�LQ�ZKLFK�WKH\�OLYH��7KH�)$$¶V�UHPRWH�,'�V\VWHP�VKRXOG�be architected 

to allow them to do that.  

 

2. Government and corporate drones should not be exempted from identification 

requirements 

 

We do not want a world where individuals cannot launch a drone to carry out their own 

photography without being minutely monitored by centralized government actors, while 

government and corporate drones are able to carry out surveillance for their own purposes with 

their movements and identities shielded from public view. As the Electronic Privacy Information 

Center has proposed in their comments, individual use of drones should be subject to higher 

levels of protection (for example, their identities should be available only to the authorities, as 

with automobile license plates), while government and corporate UASs should be more 

transparent (for example, the identities of their owners, as well as other information about their 

operations such as their surveillance capabilities, should be available to ground observers in real 

time).8 ,W¶V�SRVVLEOH�WKDW�FRUSRUDWH�GURQH�RSHUDWRUV�ZRXOG�WU\�WR�JDPH�WKH�V\VWHP�E\��IRU�H[DPSOH��

hiring individuals to anonymously operate drones on their behalf. In structuring its regulations, 

the FAA should seek to forestall such possibilities. 

 

Unfortunately, the Remote ID proposal appears to be oriented exclusively around the needs of 

law enforcement and national security agencies, with no acknowledgment that such a system can 

help protect the privacy of ordinary people by requring transparency (and thus the possibility of 

accountability) for privacy invasions accomplished through the use of drones. According to the 

proposal,  

 

The FAA believes that the remote identification requirement should be tied to the 

unmanned aircraft registration requirement because the FAA, national security agencies, 

and law enforcement agencies have a need to correlate remote identification and 

registration data.9 

 

Private individuals operating UASs should enjoy no less privacy than corporate and government 

UAS operators ² indeed, because of the potential of drone usage by the government and the 

need for public oversight of that usage, they should enjoy more. If it becomes clear that there is a 

compelling need, the FAA could create a mechanism, subject to strict checks and balances, for 

certain law enforcement operations, narrowly confined in time and space, to be temporarily 

shielded from such transparency. But that should be the rare exception not the norm.  

 

 
8 Comments of the Electronic Privacy Information Center to the Federal Aviation Administration on Remote 

Identification of Unmanned Systems. 

9 Remote ID NPRM, 72460. 
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The proposal contemplates offering drone operators the opportunity to have a ³session ID´ (a 

randomly generated code assigned by the third-party USS) broDGFDVW�LQVWHDG�RI�WKHLU�GURQH¶V�

serial number.10 This removes the serial number as a persistent identifier so that observers FDQ¶W�

track the activities of a particular drone across multiple flight sessions. But since that system will 

not shield individuals from tracking by the government (which will be able to see through the 

VHVVLRQ�,'V�DQG�DFFHVV�VL[�PRQWKV¶�ZRUWK�RI�GDWD�RQ�D�SDUWLFXODU�RSHUDWRU¶V�IOLJKWV���LW�PD\�HQG�

up doing little more than shielding corporate operators from public scrutiny. The FAA should 

make session IDs available for individual, but not commercial, operators. The distinction 

between commercial flights and non-commercial flights is already well-established in FAA 

regulation of UAS, which for a number of years prohibited commercial but not non-commercial 

flights without FAA permission. 

 

7KH�SURSRVDO�VWDWHV�WKDW�³DQ\�RI�WKH�PHVVDJH�HOHPHQWV�WKDW�DUH�EURDGFDVW�GLUHFWO\�IURP�WKH�

unmanned aircraft could be received by commonly available consumer cellular phone, tablet, or 

RWKHU�ZLUHOHVV�GHYLFH�FDSDEOH�RI�UHFHLYLQJ�WKDW�EURDGFDVW�´11 That, we have been led to believe, 

along with the February 2020 publication of an ASTM standard for remote ID of UAS, suggests 

that the agency envisions allowing individuals to access real-time drone information on a 

smartphone or other device.12 That is exactly the kind of transparency that individuals need when 

it comes that the overhead cameras of various kinds that will be peering down at them as they 

live their lives. %XW�LW¶V�LPSRUWDQW�WKDW�LQGLYLGXDOV�KDYH�WKH�ULJKW�LQIRUPDWLRQ�DYDLODEOH�WR�WKHP�RQ�

those devices.  

 

3. No private parties should have special access to drone flight data 

 

https://www.astm.org/Standards/F3411.htm
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,'�866�RIIHU�VHUYLFHV�´15 Contractual agreements, of course, are not subject to public rulemaking 

and can be changed at any time and with uncertain transparency. ,W¶V�DOVR�XQFOHDU�LI�DQG�KRZ�WKH�

FAA would ever enforce restrictions on the use of data by USS.  

 

$�GDWDEDVH�RI�VL[�PRQWKV¶�ZRUWK�RI�HYHU\�GURQH�IOLJKW�LQ�WKH�QDWLRQ�² from children flying toys 

to big companies making deliveries to photojournalists at work ² is not something that private 

companies should have privileged access to. If the FA$¶V�UHPRWH�,'�LQIUDVWUXFWXUH�JUDQWV�

information access to any such companies, then it should also provide such access to the public.  

 

Overall, it is damaging to privacy to insert private companies into the middle of a governmental 

infrastructure for the identification of UASs. If the FAA thinks that a Remote ID system is 

important 
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Conclusion 

 

https://epic.org/privacy/drones/FAA-553e-Petition-03-08-12.pdf

