MERICAN CIVIL LIBERTIES I ]

January 13, 2016

Privacy and Civil Liberties Oversight Board
2100 K Street NW, Suite 500
Washington, DC 20427

Dear Privacy and Civil Liberties Oversight Board Members:

On behalf of the ACLU, a non-partisan organization with over a million members,
activists, and supporters, and affiliates nationwide, we write to offer comments regarding
the Privacy and Civil Liberties Oversight Board’s (PCLOB) examination of surveillance
activities governed by Executive Order (EO) 12333.

EO 12333 is the primary authority under which the NSA gathers foreign intelligence.? It
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Issue a public report summarizing the scope of electronic surveillance conducted under the EO
12333 programs examined, including relevant policies and procedures related to collection,
retention, use, and dissemination of information.

Urge Congress to pass legislation, consistent with the recommendations in Section Ill, that
appropriately circumscribes electronic surveillance currently conducted under EO 12333 and
ensures it is consistent with the Constitution and international law. Briefly, the recommendations in
Section 111 would:

0 Prohibit the mass surveillance of the communications of U.S. and non-U.S. persons;

o0 Strengthen EO 12333’s minimization procedures, including by eliminating the backdoor-
search loophole for U.S. persons and by limiting retention of U.S. and non-U.S. persons
information;

o0 Limit the sharing of U.S and non-U.S. persons information with foreign governments;

0 Provide much-needed transparency into the operation of EO 12333 and its effect.

Recommend that the Executive Branch adopt the recommendations in Section Il until Congress
passes legislation regulating EO 12333 activities.

Section | of the comments below provides a summary of what is publicly known about EO 12333, the
policies and procedures that implement its authority, and the extent to which the order and its implementing
regulations permit the expansive collection, retention, use, and dissemination of the communications of
U.S. and non-U.S. persons. Section Il explains that surveillance of U.S. persons under EO 12333 violates
the Constitution, underscoring the need for reform. And Section 111 provides a list of the recommendations
that we urge the PCLOB to recommend that Congress and the Executive Branch adopt to ensure that EO
12333 activities comply with U.S. and international law.

I. What Is Publicly Known about the Collection, Retention, Use, and Dissemination of
Information under EO 12333
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terrorism, espionage, and weapons of mass destruction.’ Despite this stated goal, EO 12333 is used to
justify surveillance for a broad range of purposes, resulting in the collection, retention, and use of
information from large numbers of U.S and non-U.S. persons who have no nexus to foreign security
threats.

i. Collection

EO 12333 and its accompanying regulations place few restrictions on the overseas collection of U.S. or
non-U.S. person information. The order authorizes the government to conduct electronic surveillance
abroad, targeted at non-U.S. persons, for the purpose of collecting “foreign intelligence”**—a term defined
so broadly that it likely permits surveillance of any foreign person, including their communications with
U.S. persons.™ Neither this definition nor other policies under EO 12333 restrict the surveillance of
journalists, healthcare providers, or attorneys—whose information is often subject to enhanced legal
protections.
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authority under EO 12333 to scan all
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appropriate protections.’® For example, the UK reportedly searches through U.S. person data without a
warrant or the equivalent.

The United States also shares U.S. and non-U.S. person information with countries other than the Five
Eyes, including Germany, Israel, and Saudi Arabia.’® We know little about the scope of U.S. information-
sharing agreements, but there appear to be inadequate restrictions on the use and dissemination of
information that is shared. For example, the U.S. reportedly shares intelligence with Israel to aid military
operations targeted at the Palestinian territories.?” The Memorandum of Understanding governing this
intelligence-sharing arrangement permits sharing of U.S. person information, contains no prohibition on the
use of information to commit human rights abuses, allows sharing of non-U.S. person data with third
parties, and contains no requirement that Israel adhere to U.S. policies regarding the treatment of non-U.S.
person data.”*

b. EO 12333 Electronic Surveillance Programs

Recent disclosures indicate that the government operates a host of large-scale programs under EO 12333,
many of which likely involve the collection of vast quantities of U.S. and non-U.S. person information. For
example:

MUSCULAR, in which the U.S. intercepted all data transmitted between certain data centers
operated by Yahoo! and Google outside of U.S. territory;*

MYSTIC, a program involving the
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CO-TRAVELER, through which the U.S. captures billions of location updates daily from mobile
phones around the world, likely including information relating to U.S. persons;®

QUANTUM, a U.S. program that monitors Internet traffic and responds based on certain
triggering information with active attacks, including the delivery of malicious software to a
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WABASH, BRUNEAU, HEMLOCK, BLACKFOOT, and other programs to conduct
surveillance of 38 embassies and missions in New York and Washington D.C.;*

Surveillance of major worldwide summits, including the G8, G20, and 2009 U.N. Climate
Change Conference;**

SHOTGIANT
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a. Surveillance of U.S. Persons Under EO 12333 Violates the Fourth Amendment

EO 12333 is used to justify the unconstitutional warrantless surveillance of Americans’ international
communications—communications in which Americans have a reasonable expectation of privacy. This
surveillance takes many different forms, nearly all of which the government currently conducts without any
prior judicial authorization or court oversight. Although the government seeks to circumvent the warran



Americans have a constitutionally protected privacy interest in their telephone calls, emails, and other
internet communications. As the Supreme Court observed in Keith, “broad and unsuspected governmental
incursions into conversational privacy which electronic surveillance entails necessitate the application of
Fourth Amendment safeguards.”*

Americans also have a constitutionally protected privacy interest in various types of metadata that may be
associated with their electronic communications, accounts, or activities. The question for Fourth
Amendment purposes is not whether a particular type of information is characterized as content or
metadata, but whether it reveals information in which the individual has a reasonable expectation of
privacy.* Metadata, especially when collected in bulk and aggregated across time, can reveal a wealth of
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happens to acquire the communication, whether inside the United States or abroad.*® The government
cannot erase the legitimate privacy interests of U.S. persons simply by moving its surveillance of
Americans’ communications offshore.

ii. The warrant requirement presumptively applies to the interception of Americans’
communications

Because Americans have a constitutionally protected privacy interest in their international communications,
the government generally may not monitor these communications without first obtaining a warrant based
on probable cause.*” Warrantless searches are “per se unreasonable under the Fourth Amendment—subject
only to a few specifically established and well-delineated exceptions.”*®

The Supreme Court has interpreted the warrant clause to require three things: (1) that any warrant be issued
by a neutral, disinterested magistrate;** (2) that those seeking the warrant demonstrate to the magistrate
“probable cause”;*® and (3) that any warrant particularly describe the things to be seized as well as the

place to be searched. **

reasons associated with network topology, cost, and server availability, domestic Internet traffic of all kinds may
naturally travel an international route.
In addition to these scenarios, Internet protocols can be deliberately manipulated by intelligence agencies to steer
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The importance of the particularity requirement “is especially great in the case of eavesdropping,” because
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iii. The warrant clause is not rendered inapplicable by the fact that the government’s
surveillance is conducted for foreign intelligence purposes

The government has contended that the warrant requirement does not apply to surveillance undertaken for
foreign intelligence purposes because such surveillance falls within the “special needs” doctrine.” This is
incorrect. Courts recognize an exception to the warrant requirement only “in those exceptional
circumstances in which special needs, beyond the normal need for law enforcement, make the warrant and
probable cause requirement impracticable.”®

The mere fact that the government’s surveillance is conducted for foreign intelligence purposes does not
render the warrant and probable cause requirements unworkable. In Keith, the Supreme Court expressly
rejected the government’s argument that intelligence needs justified dispensing with the warrant
requirement in domestic surveillance cases.®® The Court’s logic applies with equal force to surveillance
conducted for foreign intelligence purposes—at least when that surveillance sweeps up U.S.
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predicated on an individualized finding of suspicion.” They also required that the surveillance be
personally approved by the president or attorney general.”

The Foreign Intelligence Surveillance Court of Review’s (FISCR) decision in In re Directives underscores
these crucial limitations.” That case addressed the constitutionality of surveillance conducted under the
Protect America Act, EO 12333, and Department of Defense regulations. In its analysis, the FISCR
emphasized that, “[c]ollectively, these procedures require a showing of particularity, a meaningful probable
cause determination, and a showing of necessity.” ™ Thus, while the FISCR recognized a foreign
intelligence exception, that exception was a narrow one:

[W]e hold that a foreign intelligence exception to the Fourth Amendment’s warrant requirement
exists when surveillance is conducted to obtain foreign intelligence for national security purposes
and is directed against foreign powers or agents of foreign powers reasonably believed to be
located outside the United States.”

In addition, the exception was premised on a probable-cause determination certified by the attorney general
himself. And, finally, the FISCR’s conclusion that the surveillance was lawful rested on the government’s
assurance “that it does not maintain a database of incidentally collected information from non-targeted
United States persons.””

EO 12333 authorizes the seizure and searching of U.S. persons’ communications on far more permissive
terms. Surveillance under EO 12333

13



conduct against its own citizens at the nation’s borders, as the Supreme Court has made clear.” Adherence
to the warrant requirement remains mandatory—even abroad—except in those circumstances where
compliance would be “impracticable and anomalous.”® In most scenarios, application of the warrant
requirement to the overseas surveillance of Americans’ communications is neither impracticable nor
anomalous.

The Supreme Court’s decision in Verdugo-Urquidez does not excuse the government from complying with
the warrant requirement when it surveils U.S. persons overseas, because that decision focused exclusively
on the Fourth Amendment protections available to foreign nationals. In Verdugo-Urquidez, a Mexican
national was arrested in Mexico and extradited to the United States in connection with various narcotics
offenses. ® Following the defendant’s arrest, American Drug Enforcement Administration (“DEA”)
agents—acting with the cooperation of Mexican authorities—conducted a warrantless search of his
properties in Mexico and seized certain documents. The district court granted the defendant’s motion to
suppress the seized evidence, the Ninth Circuit affirmed, but the Supreme Court reversed. It held that,
“[u]nder these circumstances,” the Fourth Amendment had no application.®” The majority opinion focused
on several relevant factors, including; (a) Verdugo-Urquidez’s status as a citizen and resident of Mexico,
(b) his lack of voluntary attachment to the United States, and (c) the location of the place searched.®
Nowhere did the Court’s analysis suggest that U.S. government searches of American citizens or their
communications abroad are exempt from the Fourth Amendment’s warrant requirement.®

Justice Kennedy joined the Court’s opinion but also wrote separately, stating that the relevant question is
whether adherence to the warrant clause under the circumstances would be “impracticable and
anomalous.”® Nearly twenty years later, in Boumediene, a majority of the Court endorsed this functional
approach to the extraterritorial application of constitutional rights.?® Under either the majority’s reasoning
in Verdugo-Urquidez or the “impracticable and anomalous” test, the warrant requirement applies to
overseas surveillance of Americans’ communications.

™ See Reid v. Covert, 354 U. S. 1, 5 (1957) (plurality) (rejecting “the idea that when the United States acts against
citizens abroad it can do so free of the Bill of Rights™); see also United States v. Verdugo-Urquidez, 494 U.S. 259, 283
n.7 (1990) (Brennan, J., dissenting) (recognizing “the rule, accepted by every Court of Appeals to have considered the
question, that the Fourth Amendment applies to searches conducted by the United States Government against United
States citizens abroad”); United States v. Toscanino, 500 F.2d 267, 280-81 (2d Cir. 1974) (observing that it is “well
settled” that “the Bill of Rights has extraterritorial application to the conduct abroad of federal agents directed against
United States citizens”).

8 United States v. Verdugo-Urquidez, 494 U.S. 259, 277-78 (1990) (Kennedy, J., concurring); see also Boumediene
v. Bush, 553 U.S. 723, 759-60 (2008) (adopting functional test for application of constitutional rights abroad).

8 See Verdugo-Urquidez, 494 U.S. at 262.

%21d. at 275.

% See id. at 274-75.

8 See, e.g., id. at 274 (describing costs associated with “the application of the Fourth Amendment abroad to aliens”).
8 See id. at 278. In dissent, Justice Brennan incorrectly characterized Justice Kennedy’s rejection of the warrant
requirement as based solely on “the location of the search.” See id. at 294 n.13 (Brennan, J., dissenting). Although
Justice Kennedy asserted that the warrant requirement “should not apply in Mexico as it does in the United States,”
the animating principle of his concurrence is that several factors—not only geography—are relevant to the
extraterritorial application of the warrant requirement. Indeed, Justice Kennedy emphasized that “[i]n cases involving
the extraterritorial application of the Constitution, we have taken care to state whether the person claiming its
protection is a citizen,” and that “[t]he rights of a citizen, as to whom the United States has continuing obligations, are
not presented by this case.” Id. at 278 (emphasis added).

% See Boumediene, 553 U.S. at 759-60 (citing Justice Kennedy’s concurrence in Verdugo
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In truth, it is the government’s effort to dispense with the warrant requirement overseas that is anomalous.
Such a rule introduces an unjustifiable and arbitrary distinction in the legal standards that protect U.S.
persons’ communications, based on factors Americans cannot control or account for, including: (1) the
unpredictable route that any given communication, even a wholly domestic one, travels; and (2) the
location of the government’s surveillance. In a world where communications increasingly disregard
national borders—generally without
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Applying the incidental-overhear doctrine in this context would have dramatic implications. The volume of
communications that appears to be intercepted “incidentally” under EO 12333 dwarfs that of
communications intercepted incidentally under original FISA, Title 111, and likely Section 702 as well. The
scale of incidental collection is a direct consequence of the fact that EO
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is the rule that an expanded search—one seeking different information or implicating different legal
interests—requires an expanded legal justification.'® This is especially crucial in the case of electronic
searches or surveillance, where the government often over-collects data to facilitate its initial search.'®
When the government later seeks to exploit that data in the service of a new or broader investigative
purpose, it must obtain legal authority corresponding to that new purpose.'® The government apparently
agrees with this basic proposition.'® Yet the government does not seek judicial authorization before
exploiting communications obtained under EO 12333 in investigations of U.S. persons.'%

c. Even if the Warrant Requirement Does Not Apply, Surveillance of U.S. Persons Under EO
12333 is Unreasonable

Much of the surveillance of U.S. persons that the government is conducting under EO 12333 and its
implementing regulations would be unconstitutional even if the warrant clause were inapplicable, because
that surveillance is unreasonable. It is unreasonable because it entails sweeping surveillance of Americans’
international communications with few, if any, meaningful restrictions on the acquisition, use, and
dissemination of those communications.
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conduct] intrudes upon an individual’s privacy and, on the other, the degree to which it is needed for the
promotion of legitimate governmental interests.”** In the context of electronic surveillance, reasonableness
demands that government eavesdropping be “precise and discriminate” and “carefully circumscribed so as
to prevent unauthorized invasions of privacy.”*'° Courts that have assessed the lawfulness of electronic
surveillance have often looked to Title Il as one measure of reasonableness.™™" While constitutional
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First, as explained further below, the rules do not impose any meaningful obligation to avoid the
acquisition of U.S. persons’ communications; nor do they require the government to promptly purge those
communications once acquired. *'® To the contrary, the government may retain U.S. persons’
communications for a minimum of five years, or indefinitely if they contain “foreign intelligence”
information."*” That phrase is defined under USSID 18 so broadly as to encompass not just information
relating to terrorism, but any information relating to “the capabilities, intentions, and activities of foreign
powers, organizations, or persons.”**® Notably, that definition is significantly broader than the definition of
“foreign intelligence information” under FISA.**

Second, unlike Title 111 and FISA, EO 12333 does not require that minimization be particularized with
respect to individual targets, and it does not subject the government’s implementation of minimization
requirements to judicial oversight. Title Il requires the government to conduct surveillance “in such a way
as to minimize the interception of” innocent and irrelevant conversations.'® It strictly limits the use and
dissemination of material obtained under the statute. ! It also authorizes courts to oversee the
government’s compliance with minimization requirements.*?? FISA similarly requires that each order
authorizing surveillance of a particular target contain specific minimization procedures governing that
particular surveillance. ' It also provides the FISC with authority to oversee the government’s
minimization on an individualized basis during the course of the surveillance.’®

Under EO 12333, minimization is not individualized but programmatic, with default rules that favor long-
term retention. Moreover, no court has authority to supervise the government’s compliance with the
minimization requirements at any point—there is no requirement that the government seek judicial
approval before it analyzes, retains, or disseminates U.S. communications.'? This defect is particularly
significant because EO 12333 does not provide for individualized judicial review at the acquisition stage.
Under FISA and Title Ill, minimization operates as a second-level protection against the acquisition,
retention, and dissemination of information relating to U.S. persons. The first level of protection comes
from the requirement of individualized judicial authorization for each specific surveillance target."*® Under

116 See
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EO 12333, by contrast, there is no first-level protection, because the statute does not call for individualized
judicial authorization of specific surveillance targets (or, for that matter, of specific facilities to be
monitored or specific communications to be acquired).

Thus, the minimization requirements of EO 12333’s implementing regulations do not prevent intrusion into
the privacy of innocent U.S. persons. The requirements do not prohibit the government from acquiring
Americans’ communications en masse and mining them for foreign intelligence information.

ii. Neither EO 12333 nor its implementing requlations meaningfully restrict the
acquisition of U.S. persons’ communications

Although the go
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Finally, it is not clear whether EO 12333 or its implementing procedures prohibit even so-called “reverse
targeting,” whereby the government targets a foreigner to acquire his or her communications with a
particular U.S. person.*®*® The government has repeatedly cited such a prohibition in defending the
constitutionality of Section 702,** but nothing in EO 12333 or its implementing regulations obviously
disallows such surveillance.

iil. EO 12333 imposes weak restrictions on the retention and use of U.S. persons’
communications

The procedures regulating the retention and use of U.S. persons’ communications under EO 12333 also fail
to provide meaningful protection. Even if the acquisition of U.S. persons’ communications were
unavoidable in certain circumstances, for technical or other reasons, one would expect the government to
employ strong back-end procedures to “minimize” warrantless intrusions on the privacy of Americans. But
the existing procedures do the opposite: they give the government broad latitude to exploit the data it
warrantlessly acquires.

Rather than requiring the government to segregate or destroy any U.S. person communications acquired
without a warrant, EO 12333 and its implementing regulations explicitly permit the government to retain,
query, and analyze all incidentally acquired U.S. person communications for as long as five years by
default.**®* Moreover, there are numerous exceptions to the five-year rule. If, for example, the government
concludes that a U.S. person’s communications contain foreign intelligence information (defined
expansively) or evidence of a crime, it can retain the communications indefinitely and disseminate them to
various other agencies, including in aid of law-enforcement investigations.'*® These broad exceptions apply
even to U.S. person communications otherwise protected by the attorney—client privilege.**’

In some circumstances, EO 12333’s implementing regulations permit the government to retain even

communications solely between U.S. persons or communications acquired through the erroneous targeting
of U.S. persons—such as when the government detR UHWdetR9
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show that such waivers have been sought and approved in cases where analysts targeted U.S. persons or
improperly selected their communications from raw-traffic databases.'*

Finally, EO 12333 and its implementing regulations appear to allow the government to conduct so-called
“backdoor searches,” in which the government searches its repositories of EO 12333-intercepted
communications and data specifically for information about U.S. citizens and residents. The PCLOB has
previously expressed concern about backdoor searches in the context of Section 702 surveillance, and the
President’s Review Group has recommended prohibiting them under both Section 702 and Executive
Order, concluding that the practice violates the “full protection of [Americans’] privacy.”***

Given the breadth of surveillance under EO 12333, the procedures in place to protect the privacy of U.S.

persons should be at least as robust as the minimization procedures that govern warrantless surveillance
under FISA of facilities used exclusively by foreign agents."** Those procedures forbid the government
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government’s decision to use the fruits of its search in a criminal prosecution. Indeed, failures to provide
adequate and timely notice have proven constitutionally fatal to government searches.**® Although courts
have on occasion upheld the constitutionality of delayed notice schemes, these opinions reflect the bedrock
assumption that notice will be given to the subject of a search after no more delay than is reasonably
necessary.'*’ That notice ensures that individuals subjected to government searches have an opportunity to
seek judicial review."*® Nonetheless, the government typically does not provide any notice—even after the
fact—to those subjected to EO 12333 surveillance. This failure significantly undermines any claim that EO
12333 surveillance is reasonable.*

The government also fails to provide adequate notice of EO 12333 surveillance when individuals’ liberty is
at stake—i.e., in criminal prosecutions. Without notice, it is nearly impossible for defendants to exercise
their Fourth and Fifth Amendment rights to challenge the admissibility evidence that has been unlawfully
acquired.” Yet recent reports indicate that the government holds an unjustifiably narrow view of its notice
obligations with respect to EO 12333
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important to note that we do not believe that adoption of the recommendations below would be sufficient to
fully
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adequacy of existing procedures governing the retention, use, and dissemination of information under EO
12333, and recommend that Congress and the President:

Change the default age-off for data acquired under EO 12333 from five years to a maximum
of three years for targeted collection, consistent with the PCLOB’s recommendations for Section
215.1% To the extent that large-scale, indiscriminate collection continues under EO 12333, the
default age-off for data collected in such a fashion should be, at most, one year and, in any event,
no longer than the exigency used to justify the collection.

Prohibit the retention, use, or dissemination of information associated with or reasonably
likely to be associated with a U.S. person, unless the government obtains an order from the FISC
under Title | of FISA.

Prohibit the querying of information collected under EO 12333 using identifiers of U.S.
persons or any other search term or terms intended or reasonably likely to result in the return of
U.S. person information, absent an order from the FISC under Title | of FISA.

Prohibit the use of data collected under EO 12333 against U.S. persons in criminal
prosecutions, immigration proceedings, civil proceedings, or any other administrative
proceedings, except where the collection, querying, or use of that information has been authorized
by the FISC under Title I of FISA. Such a policy is analogous to recommendations made by the
President’s Review Group with regards to U.S. person information collected under Section 702 of
FISA and EO 12333. Moreover, to the extent information used in legal proceedings was obtained
or derived from EO 12333 surveillance, Congress should require notice in those proceedings.

Prohibit the sharing of information with domestic law enforcement agencies for general law
enforcement activities, given that the collection is subject to no judicial oversight or process.

Only permit the retention of non-U.S
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0 The number of communications that have been acquired, collected, or retained under EO
12333, including a breakdown of the number of U.S. person communications and a
breakdown of the number of communications collected using surveillance directed at non
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Sincerely,

A ™\ /. i 1.

Karin Johanson
National Political Director

Neema Singh Guliani
Legislative Counsel
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