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ATTACHMENT A �

1. �All records on the devices described in the heading of the document to 
which this attachment is attached that relate to violations of 21 U .S.C. 
§§ 841 and 846 and 18 U.S.C. § 1956, including: 

a) �lists of customers and contacts and related identifying 



FILED 
SEP 11 2014UNITED STATES DISTRICT COURT 

DISTRICT OF SOUTH DAKOTA 
SOUTHERN DIVISION �~�~� �

IN RE ORDER REQUIRING GOOGLE, Case No. ! .t-I_ &1 L - q 7 
INC. TO ASSIST IN THE EXECUTION 
OF A SEARCH WARRANT ISSUED APPLICATION 
BY THIS COURT 

INTRODUCTION 

The United States of America, by and through Brendan V. Johnson, 

United States Attorney, and Jennifer D. Mammenga, Special Assistant United 

States Attorney, hereby moves this Court under the All Writs Act, 28 U.S.C. 

§ 1651, for an order requiring Google, Inc. ("Google") to assist in the execution 

of a federal search warrant by bypassing the lock screen of an Android device, 

specifically, a Samsung Model SM-G900V Galaxy S5, SKU: SMG900VZWV, 

FCC ID: A3LSMG900G and IMEI: 990004915668275 on the Verizon Network. 

FACTS 

The Department of Homeland Security currently has in its possession an 

Android device that was seized pursuant to a search warrant issued by this 

Court. Initial inspection of the Android device reveals that it is locked. 

Because the Android device is locked, law enforcement agents are not able to 

examine the data stored on the Android device as commanded by the search 

warrant. 

Google, the creator of the Android operating system and producer of the 

Android device, may have the capability of bypassing the Android device's lock 

Case 4:14-mc-00097-JES   Document 4   Filed 09/11/14   Page 1 of 4 PageID #: 15



and thereby retrieving data stored on the Android device that is not currently 

accessible to the Department of Homeland Security. This Application seeks an 

order requiring Google to use any such capability, so as to assist agents in 

complying with the search warrant. 

The United States requests that the Court order that Google, if 

necessary, must reactivate the Google account associated with the Android 

Device for the limited purpose of complying with the search warrant. 

Further, the United States requests that Google be directed to: 



execution of 



other Android devices under the authority of the All Writs Act. Additionally, 

Google has complied with such orders. 

The requested order would enable agents to comply with this Court's 

warrant commanding that the Android device be examined for evidence 

identified by the warrant. Examining the Android device without Google's 

assistance, if it is possible at all, would require significant resources and may 

harm the Android device. Moreover, the order is not likely to place any 

unreasonable burden on Google. 

Respectfully submitted this \rv'- day of September, 2014. 

BRENDAN V. JOHNSON 

J �
Speci I Assistant United ta es Attorney 
P.O. Box 2638 
Sioux Falls, SD 57101-2638 
Telephone: (605) 357-2361 
Facsimile: (605) 330-4410 
E-Mail: jennifer.mammenga@usdoj.gov 

[4] �
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FILED 
UNITED STATES DISTRICT COURT SEP 11 2014 

DISTRICT OF SOUTH DAKOTA 
SOUTHERN DIVISION �(�§�j�~� �

IN RE ORDER REQUIRING GOOGLE, 
INC. TO ASSIST IN THE EXECUTION 

Case No. (4 - /;1 L - q7 
OF A SEARCH WARRANT ISSUED ORDER 
BY THIS COURT 

Before the Court is the Government's motion for an order requiring 

Google, Inc. ("Google") and Verizon to assist law enforcement agents in the 

search of an Android Device. Upon consideration of the motion, and for the 

reasons stated therein, it is hereby 

ORDERED that Google assist law enforcement agents in the examination 

of a Samsung Model SM-G900V Galaxy S5, SKU: SMG900VZWV, FCC ID: 

A3LSMG900G and IMEI: 990004915668275 on the Verizon Network (the 

"Android Device"), acting in support of a search warrant issued separately by 

this Court; 

FURTHER ORDERED that Google shall, if necessary, reactivate the 

Google account associated with the Android Device; 

FURTHER ORDERED that Verizon provide a.8 332.4 264.818Ce3t38.23 Tm
(that )T4 284.84 DTm
(if )Tj
12.5562mpor 0  11.8 24524 264.81 Tm434ourtf 

if necessary, for the identified device so Google can comply with the search 

warrant and this Court's order. 

FURTHER ORDERED that Google shall: (I) provide a single password 

reset for the mobile device; (2) provide the new password to the law 

enforcement 
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