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A. Federal Law Author;zes Pre—Enforcement Judicial Review
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In the proceedings below, the plaintiffs argued that Section 2709 is facially
unconstitutional because (1) recipients of NSLs are not legally empowered to obtain
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Section 2709(c) prohibits disclosure to "anyone," it literally means anyone — even
other officers, employees, and agents of the recipient. Brief for the Plaintiffs-
Appellees ("Plaintiffs Br.") at 28-29, 38.

Thisrigid reading of Section 2709(c) suffers from two distinct problems. First,
it renders the NSL statute unworkable on its own terms. If the plaintiffs' reading is
correct, the individual officer, employee, or agent who happens to receive the NSL

from the government is prohibited from disclosing the NSL to anyone else within the
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Construction Trades Council, 485 U.S. 568, 575 (1988). Atmost, the plaintiffs have
demonstrated that it is possible to read Section 2709(¢c) in two different ways, one of
which permits disclosure to counsel and one of which prohibits it. In that situation,
it is incumbent on the courts to adopt the reading that avoids, rather than produces,
a collision between Congress and the Constitution. The plaintiffs can prevail only if
this "cardinal principle” (DeBartolo, 485 U.S, at 575) is turned on its head.
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B.  Section 27809 Is Not Applied in an Unconstitutionally
Coercive Manner

1. The district court held that even if pre-enforcement judicial review is
available as a theoretical matter, Section 2709 violates the Fourth Amendment "as
applied" because it is implemented in a manner that (in the district court's view)
effectively coerces recipients into forgoing their right to judicial review. As
explained in our opening brief, this "as applied" holding founders at the outset on one
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could lead to violations of the Fourth Amendment in other cases. Doe cannot invoke
the Fourth Amendment rights of other parties to obtain relief for itself, for "Fourth
Amendment rights are personal rights which * * * may not be vicariously asserted."

Alderman v. United States, 394 U.S. 165, 174 {1969). And because there is no
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Gonzales, No. 3:05cv1256 JCH (D. Conn.).

Amendment. In Berger, the Supreme Court invalidated New York's eavesdropping
statute on its face because the statute did not contain procedural protections required
by the Fourth Amendment, rendering it unconstitutional in every instance. 388 U.S.
54-60. Here, in contrast, Section 2709 does comport with the Fourth Amendment's
procedural requirements, since it permits NSL recipients to obtain the pre-

enforcement judicial review required by the Supreme Court's administrative subpoena
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properly before the Court, it has no merit. The terms of NSLs issued under Section
2709 are no more inherently coercive than the terms of grand jury subpoenas issued
under Rule 17, yetno one (including the plaintiffs here) has suggested that grand jury

subpoenas deprive recipients of their Fourth Amendment right to judicial review.
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This Court's decision in Rattner v. Netburn, 930 F.2d 204 (1991), on which the
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as applied "in a given case," that theoretical possibility is utterly insufficient to
support facial invalidation of Section 2709 under the First Amendment's overbreadth

doctrine. Defendants Br. 41-49, The plaintiffs reiterate the district court's First
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1. As an initial matter, it is important to understand that the plaintiffs' First

Amendment concerns, like those of the district court, are predicated on the supposed
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strongly toward the opposite conclusion: the typical NSL will not lead to the

To begin, the plaintiffs' examples are drawn exclusively from the realm of the
Internet. Section 2709, however, is not confined to Internet communications.
Instead, it encompasses the entire universe of traditional telephone communications

as well. Nowhere do the plaintiffs suggest that NSLs directed at telephone records
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(1953), NSLs cannot be used as a tool to seek out persons engaged in unpopular or
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of such information is theoretically possible — but the bare possibility of such
disclosures in particular cases is manifestly insufficient to invalidate Section 2709 on
its face, as the district court has done, any more than the theoretical possibility that
grand jury subpoenas may elicit information protected by the First Amendment in a

particular case is sufficient to declare Rule 17 facially unconstitutional.
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of someone who is engaged in anonymous speech, such a disclosure will not

. negessanly implicate anv First Amendment concerns. The First Amendment shields




American Constitutional Law Foundation, Inc., 525U.S. 182, 198-99 (1999) (statute
requiring initiative petition circulators to wear badges that "reveal their identities at

the same time they deliver their political message™); Mcintyre, 514 U.S. at 338
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government through an NSL, there may well be no impact to the First Amendment
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identity of an anonymous speaker pursuant to an NSL, that result does not run afoul
of the First Amendment. Whatever weight the First Amendment may attach to

preserving a speaker's anonymity in other contexts, such as private civil litigation,






Amendment, or that such disclosures may be had only on the basis of a heightened
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identity is relevant to a criminal investigation, the government's interest in "securing
the safety of the person and property of the citizen" from criminal activity
categorically outweighs whatever interest the speaker may have in preserving his
anonymity. Those governmental interests are at their zenith in NSL cases, where the

government is pursuing and seeking to prevent potentially deadly terrorism and
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Branzburg — and to do so in a setting where the government's interests are even more

compelling than those at issue in Branzburg itself.

I1.  The Non-Disclosure Provision Is Not Facially Unconstitutional

Acts of Congress are not carpets, to be unraveled by pulling at threads. Yet
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appropriate to enjoin the operation of the non-disclosure provision in its entirety,
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of an individual investigation or the arrest or conviction of a particular suspect. As
explained by the Assistant Director of the FBI's Counterintelligence Division,
terrorist and foreign intelligence agencies "have the sophistication and capability to
closely analyze publicly available information concerning the United States'
intelligence gathering activities," and they "can and do piece together publicly
available information — sometimes innocuous details standing on their own — to
determine the scope, focus, and progress of ongoing counter-terrorism or
counterintelligence investigations * * * " A-171. Disclosure of NSLs can allow
terrorist or foreign counterintelligence organizations to monitor the government's
methods and capabilities of gathering evidence through NSLs, and that information

can be used to avoid detection in other investigations. Id. at A-177, 180. Thus,
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disclosing information about the government's intelligence-gathering activities and
capabilities does not depend on who holds and discloses the information. It is the
disclosure itself, not its source, that determines the harm and justifies the prohibition.

The plaintiffs also argue that certain types of information subject to sub-
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time, even during the course of the investigation in which the NSL has been issued.

In particular, they speculate that no harm would result from disclosing the fact that



in a particular case may tell the provider itself very little, but the same information
has far more value to the subject or subjects of the investigation.

At a more general level, the plaintiffs and their amici repeatedly suggest that
the non-disclosure requirement prevents meaningful public debate about the wisdom

of desirability of Section 2709. If that suggestion requires any refutation, it is pro-
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Were Unconstitutional, Facial Invalidation Is Unwarranted
The plaintiffs argue that the government cannot prohibit disclosure in every
case simply because secrecy is necessary in some cases. Plaintiffs Br. 14-16. But

that argument has a logical corollary that the plaintiffs ignore: the district court
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harm that will result from the disclosure of information," in acknowledgment of the
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have preferred that NSLs be abandoned altogether rather than being used where
prudence permits.
The plaintiffs make no attempt to refute this showing. They do not deny that

many NSL recipients (in contrast to Doe itself) are prepared to assist the FBI's
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frominvalidating more of the statute than is necessary" (4laska Airlines v. Brock, 480
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strikes down the rest of Section 2709.
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