NITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK
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FOHEN ASBCROFT, in his official capacity as SEALED
' Attorney General of the United States;
ROBERT MUELLER, in his official capacity

as Director of the Federal Bureau of
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jcation service

advised me to assume that Section 2709 does not require an electronic commun
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issues such as privacy, technology, terrorism, intelligence, wiretapping, encryption, and .
information hiding.
7. 1 am the author or co-author of gight books on the top-i.c of information

security. includine the books, Practical UNIX and Internet Security, 3rd Bdition; Web Security,

Privacy and Commerce; Database Nation: The Death of Privacy in the 21st Century; and PGP
Pretty Good Privacy. My books, especially Practical TUNIX and Internet Security, are widely
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8.  1have been writing about the Internet as a journalist singe 1983, T have
conducted interviews in operations centers or machine rooms of a broad vﬁriety of companies
and universities, including Nétscape, MCT's MAE-WEST, Akamai, Exodus, BBN, Web'f’\f ,

| Microsoft, Amazon.com, and the Massachusetts Institute of Technology (MIT). Through these

experiences, as well as others, I have become familiar with a range of technical operations that
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12. 1 am also the holder of CISSP (Certified Information Systers Security
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This seamless network is the Internet.

I 3] RS0 nyendhe Internet all informatinnmust first be broken down into
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The header includes the originating [P address, the destination [P address, a number that defines
the [P protocol in use, and additional information that is used to interpret the data payload. The

data payload, in tum, consists of the information being sent. Studies conducted by Sandstorm
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uninhibited exchange of ideas and opinicns that the users might not otherwise feel comfortable

discussing,
LECTRONIC COMMUNICATION SERVICE PROVIDERS
21, 18 U.8.C. § 2510(15) defines an “electronic comrpunication service™ as: “any
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“any fransfer of signs, signals, writing, images, sounds, data, or intelligence of any nature
transmiited in whole or in part by a wire, radio, electromagnetic, photoelectronic or photooptical
system that affects interstate or foreign commerce, but does not include - (A) any wire or oral

communication; (B) any communication made through a tone-only paging device; (C) any
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23, Any business or organization, including any advacacy organization, which has
a web site that enables users to send messages through the web site, would appear to be covered
by the terms of the statute. For example, the American Arab Anti-Discrimination Comumittee 18

likely a communication service provider because its web site enables Internet users {0 Compose
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organization. The ACLU, as another example, is also likely an electronic commiunication service
provider because, in addition to enabling Internet users to send emails to officials, its web site
contains online complaint/intake forms for individuals to £ill out and transmit to the ACLU on
igsues that it 18 Iworking_-_{ on, such as the organization’s challenge to the federal government’s “No
Fly List.” So, too, arc organizations like the Narional Rifle Association, whose web site provides

the ability to, among other things, send a letter to the media on issues of interest 10 the Internet

user and the NRA, and Moveon.org, which enables its viewers 1o sign and send petitions to

Congress.
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engine, which then performs the req uested search and sends the resulis back to be received by

the user.
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information it covers, based on my experience and knowledge of electronic communication

T read these terms to encorpass a wide range of different types of information

service pgviders,
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addresses (and any descriptive information contained in the address, such as the organization the

-caiving email from, which web sites or
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messages that merely pass through their networks, but are not actuaity sent or received through

the provider’s email servers.

34. Electronic communication service providers also have the ability to mORito;
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performed by routing all of a user’s traffic through a web proxy, or by monitoring

communicarions using a network monitoring system. These iransaction logs can be exceedingly
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i ideo ¢h “object” i sd by every user
record for every image, web page, video chip, Or other “object” that is downloaded by 3
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I declare under penalty of perjury that the foregoing is trus and correct 1o the best of

my knowledge and belief.

Executed on this 12 day of May 2004, _

Simson L. Garfinkel
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Technical lead for startup nation-wide wireless ISP. Responsihilities included network design,
implementation, automation, creation of proprietary technology and algorithms, hiring, and supervision
+f technical staff. Broadband? Wireless declared Chapter 7 Bankruptcy in July 2001 due to the inability

to raise additional funding.
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Institute of Fiectrical and Electronic Engineers, Member.
Association of Computing Machinery, Member.

Sigma ¥T. The Scientific Research Society, Member.
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