





PARTIES

5. Plaintiff -is an Tnternet access and consulting business incorporated and

located in-P resident and— The FBI served
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its own behalf and on behalf of its clients,
6. Plasntiff ACLU is a nationwide, non-profit, non-partisan organization with mors
than 400,000 members dedicated to the constitutional principles of liberty and equality. The

ACLU is a 501(c)(4) organization. The ACLUPs activities include lobbying Congress on
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¢ivil libertics. The ACLU sues on its own behalf and on behalf of its members.

7. Dlaintiff ACLUF is a 501(c)(3) organization that educates the pubiic about civil

liberties and that employs lawyers who provide legal representation free of charge in cases




9. efendant Robert Mueller is the Director of the FBI and is responsible for
supervising all of that agency’s operations. The FBI is the agency authorized to use the law
challenged in this case.

1t Defendant Marion E. Bowman Senior Counsel, Naﬁ onal Security Affairs, in the
FRI's Office of the Gcn§£a1 Counsel. 'befcndant Marion E. Bowman signed the—
NSL.

STATUTORY LANGUAGE AT ISSUE
11.  Section 2709 is part of the Electronic Communications Privacy Act (ECPA),
which Congress enacted in 1986. See Pub. L. 99-508, Title I, § 201{a], 100 Stat. 1867 (Oet.21,

1986) {codified as 18 U.S.C. § 2510, ef seq.).

1 In iig errrent farm. Qection 270 authgrizes the FRI to issue NSLs ordering
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issuing an NSL.
17. 'Scction 2709 does not specify any means by which the recipient of an NSL can
challenge the letter's validity. o |
18, Section 2709 does not require the FBI to provide prior, contemporaneous, or post-
deprivation notice to an individual whose information is demandeci pursuant o an NSL served on
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15, - Section 2709 does not restrict the FBI’s use of the information obtained through

the issuance of NSLs. .The information may be stored electronically and used for large-scale data
mining operations.

n0.  Section 2709 includes a gag provision that prohibits a person served with an NSL
from disclosing to any other person that the FBI has sought or obisined records. See 18 USs.C
§ 2709(c) (“No wire or electroric communication service provider, or officer, erhployce, or agent

thereof, shall disclose to any person that the [FBI] has sought or obtained accass to information



investigation, and (ii) there were specific and articulable facts giving reason to believe that the
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29. A variety of for-profit and not-for-profit entities enable individuals to access and
communicate over the Internet. Such entities are “electronic communication service providers”
because they provide individuals with the ability to send or receive electronic communications.

Such entities include not only what are commonly known as “Internet service providers,” bui

also universities, businesses, public interest crganizations, and libraries.
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iﬂf“pw Ajgrgjes thair sneech becaysg g their ace or raligion or because of some other reason

Trrelated to the content of the speec h
35,  Many of those who engage in anenymous ot psendonymous speech on the

Internet would engage in self-censorship if they were not confident that their anonymity could be

preserved.

36. -15 an Internet access and consulting business located and incorporatec.

37, -providcs & number of Internet related services for its clients. For example,

it provides space on the Web so that clients can post their own sites and store electronic ﬁles..

_ It provides clients with e-mail accounts. In sotne cases, it

provides clients with the ability to access the [nternet.

IR s both paying and non-paging clients.
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respect to any particolar clicnt,-may possess the client’s name, address and telephone

number: a log tracking visitors to the client’s website; the client’s customer list: the cliant’s

alectronic communications; and the client’s bank account and credit card numbers.
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i)ro}ﬁbiting any person from disclosing to any other person that the FBI has sought or obtained

information with an NSL.
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Respect: submitted,

TERTEEL MAFFER (1J-4653)

ANN BEEAON (AB-2082)

SHARON McGOW AN (SM-5846)
National Legal Department

American Civil Liberties Union Foundation
125 Broad Street, 18™ Floor

New York, NY 10004

(212) 549-2500
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New York Civil Liberties Union Foundation
125 Broad Streat
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