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C. By Shrouding Its Surveillance Practices In Secrecy, The  
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I. INTRODUCTION  

This case likely involves one or more 
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25, 2013 and July 19, 2013; the order specified that telephony metadata include, for each phone 
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�³�F�R�R�U�G�L�Q�D�W�H�G�  ́from California.  Id. at 2.  DEA-funded AT&T employees search the contents of 

the database of call records using algorithms and other techniques to identify new phones whose 

�F�D�O�O�L�Q�J���S�D�W�W�H�U�Q�V���D�U�H���V�L�P�L�O�D�U���W�R���D���S�H�U�V�R�Q�¶�V���R�O�G���R�U���H�[�L�V�W�L�Q�J���S�K�R�Q�H; thus when the target of an 

investigation ceases using one phone and/or acquires an additional one, Hemisphere provides 

the government with a li�V�W���R�I���³�F�D�Q�G�L�G�D�W�H�V���I�R�U���W�K�H���U�H�S�O�D�F�H�P�H�Q�W���S�K�R�Q�H���������������U�D�Q�N�H�G���E�\���S�U�R�E�D�E�L�O�L�W�\���´  

Id. at 5-6, 7.  

Troublingly, the government has engaged in a systematic campaign to conceal the 

existence and use of the Hemisphere Project from the public, including from defense attorneys 

and their clients.  �/�D�Z���H�Q�I�R�U�F�H�P�H�Q�W���D�J�H�Q�W�V���D�U�H���³�L�Q�V�W�U�X�F�W�H�G���W�R���Q�H�Y�H�U���U�H�I�H�U���W�R���+�H�P�L�V�S�K�H�U�H���L�Q���D�Q�\��

�R�I�I�L�F�L�D�O���G�R�F�X�P�H�Q�W�´���D�Q�G���W�R���³�N�H�H�S���W�K�H���S�U�R�J�U�D�P���X�Q�G�H�U���W�K�H���U�D�G�D�U���´  Id. at 8, 12.  In cases where 

agents use Hemisphere to obtain CDRs and identify a suspect�¶�V���Q�H�Z���R�U���D�G�G�L�W�L�R�Q�D�O���S�K�R�Q�H�����W�K�H�\��

�D�U�H���G�L�U�H�F�W�H�G���W�R���V�X�E�P�L�W���D���V�H�F�R�Q�G���D�G�P�L�Q�L�V�W�U�D�W�L�Y�H���V�X�E�S�R�H�Q�D���W�R���W�K�H���V�X�V�S�H�F�W�¶�V���F�D�U�U�L�H�U�����Z�K�H�W�K�H�U���$�7�	�7��

or another provider) for the CDRs related to the new phone number and to make reference only 

to those records in any public mate�U�L�D�O�V�����W�K�X�V���³�Z�D�O�O�L�Q�J���R�I�I�´���W�K�H���+�H�P�L�V�S�K�H�U�H���3�U�R�M�H�F�W���I�U�R�P��

disclosure.  Id. at 10.  
 

b. The Hemisphere Project Is Unconstitutional  

Like the NSA mass call-tracking program, Hemisphere violates the Fourth and First 

Amendments. 
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and has directed their searches of trillions of call records without warrants.  See United States v. 

Reed�����������)�����G�������������������������W�K���&�L�U�������������������³�>�7�@�K�H���)�R�X�U�W�K���$�P�H�Q�G�P�H�Q�W���G�R�H�V���S�U�R�K�L�E�L�W���X�Q�U�H�D�V�R�Q�D�E�O�H��

intrusions by private individuals who are acting as govern
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drug cases (see Hemisphere Slide Deck at 4, 14-26), a suppression motion by Defendants would 

be the first opportunity of which amici are aware for the judiciary to assess the constitutionality 

of Hemisphere surveillance.  
3. Stingrays 

a. Stingrays Scoop Up Information From Innocent Third Party 
Wireless Devices 

 �³�6�W�L�Q�J�U�D�\�´���L�V���W�K�H���Q�D�P�H���I�R�U���W�K�H���+�D�U�U�L�V���&�R�U�S�R�U�D�W�L�R�Q�¶�V���O�L�Q�H���R�I���³�F�H�O�O���V�L�W�H���V�L�P�X�O�D�W�R�U�´��devices, 

�D�O�V�R���F�D�O�O�H�G���³�,�0�6�,���F�D�W�F�K�H�U�V,�´���L�Q���U�H�I�H�U�H�Q�F�H���W�R���W�K�H���X�Q�L�T�X�H���L�G�H�Q�W�L�I�L�H�U���± or international mobile 

subscriber identity �± of wireless devices.13  Wireless carriers provide coverage through a 

network of base stations that connect wireless devices on the network to the regular telephone 

�Q�H�W�Z�R�U�N�������$�Q���,�0�6�,���F�D�W�F�K�H�U���P�D�V�T�X�H�U�D�G�H�V���D�V���D���Z�L�U�H�O�H�V�V���F�D�U�U�L�H�U�¶�V���E�D�V�H���V�W�D�W�L�R�Q�����S�U�R�P�S�W�L�Q�J���Z�L�U�H�O�H�V�V��

devices to communicate with it.  Stingrays are commonly used in two ways:  to collect unique 

numeric identifiers associated with phones in a given location or to ascertain the location of a 

phone �³�Z�K�H�Q���W�K�H���R�I�I�L�F�H�U�V���N�Q�R�Z���W�K�H���Q�X�P�E�H�U�V���D�V�V�R�F�L�D�W�H�G���Z�L�W�K���L�W���E�X�W���G�R�Q�¶�W���N�Q�R�Z���S�U�H�F�L�V�H�O�\���Z�K�H�U�H��

�L�W���L�V���´14   Several features of stingrays are noteworthy. 

 First, the devices broadcast electronic signals that penetrate the walls of private locations 

not visible to the naked eye, including homes, offices, and other private locations of the target 

and third parties in the area.15   

 Second, the devices can pinpoint an individual with extraordinary precision, in some 

                                                           

13 �$�O�W�K�R�X�J�K���³�6�W�L�Q�J�U�D�\�´���U�H�I�H�U�V���W�R���D���V�S�H�F�L�I�L�F���O�L�Q�H���R�I���+�D�U�U�L�V���&�R�U�S�R�U�D�W�L�R�Q���S�U�R�G�X�F�W�V����
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�F�D�V�H�V���³�Z�L�W�K�L�Q���D�Q���D�F�F�X�U�D�F�\���R�I�������P�>�H�W�H�U�V�@���´16  United States v. Rigmaiden, a tax fraud prosecution, 

is one of the few cases in which �W�K�H���J�R�Y�H�U�Q�P�H�Q�W�¶s use of the device has come to light.  In it, the 

government conceded that agents used the device while wandering around an apartment 

complex on foot, and that the device ultimately located the suspect while he was inside his unit.  

See United States v. Rigmaiden, 2013 WL 1932800, at *15 (D. Ariz. May 8, 2013).17      

 Third, stingrays impact third parties on a significant scale.  In particular, they capture 

�L�Q�I�R�U�P�D�W�L�R�Q���I�U�R�P���W�K�L�U�G���S�D�U�W�L�H�V���E�\���P�L�P�L�F�N�L�Q�J���D���Z�L�U�H�O�H�V�V���F�R�P�S�D�Q�\�¶�V���Q�H�W�Z�R�U�N���H�T�X�L�S�P�H�Q�W���D�Q�G��

thereby triggering an automatic response from all mobile devices on the same network in the 

vicinity.18  The government in Rigmaiden conceded as much.  See id. at *20.  

 Fourth, the devices can be configured to capture the actual content of phone calls or text 

messages.19  

 Fifth, the government has failed to disclose crucial details about its use of stingray 

technology �± even to the magistrate judges who oversee and approve electronic surveillance 

applications.  In the Rigmaiden matter, the government sought court authorization from then-

Magistrate Judge Seeborg to use a stingray, but the application did not indicate that the device 

�D�W���L�V�V�X�H���Z�D�V���D���V�W�L�Q�J�U�D�\���D�Q�G���³�G�L�G���Q�R�W���G�L�V�F�O�R�V�H���W�K�D�W���W�K�H���«���G�H�Y�L�F�H���Z�R�X�O�G���F�D�S�W�X�U�H���V�L�J�Q�D�O�V���I�U�R�P���R�W�K�H�U��

                                                           

16 See, e.g., PKI Electronic Intelligence GmbH, GSM Cellular Monitoring Systems, 12 (device 
�F�D�Q���³�O�R�F�D�W�>�H�@�����������D���W�D�U�J�H�W���P�R�E�L�O�H���S�K�R�Q�H���Z�L�W�K�L�Q���D�Q���D�F�F�X�U�D�F�\���R�I�������P�>�H�W�H�U�V�@�´������
http://www.docstoc.com/docs/99662489/GSM-CELLULAR-
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�Z�D�O�O�V���R�I���K�R�X�V�H�����F�R�Q�V�W�L�W�X�W�H�G���³�X�Q�D�X�W�K�R�U�L�]�H�G���S�K�\�V�L�F�D�O���S�H�Q�H�W�U�D�W�L�R�Q���L�Q�W�R���W�K�H���S�U�H�P�L�V�H�V�´���J�L�Y�L�Q�J���U�L�V�H���W�R��

a search); Jones, 132 S. �&�W�����D�W�������������L�Q�V�W�D�O�O�D�W�L�R�Q���D�Q�G���P�R�Q�L�W�R�U�L�Q�J���R�I���*�3�6���R�Q���V�X�V�S�H�F�W�¶�V���Y�H�K�L�F�O�H��

�F�R�Q�V�W�L�W�X�W�H�G���V�H�D�U�F�K���E�H�F�D�X�V�H���R�I���³�S�K�\�V�L�F�D�O���L�Q�W�U�X�V�L�R�Q�´���³�I�R�U���W�K�H���S�X�U�S�R�V�H���R�I���R�E�W�D�L�Q�L�Q�J���L�Q�I�R�U�P�D�W�L�R�Q�´��������

Further, to the extent the government uses stingray devices while walking on foot immediately 

�R�X�W�V�L�G�H���S�H�R�S�O�H�¶�V���K�R�P�H�V���W�R���D�V�F�H�U�W�D�L�Q���L�Q�I�R�U�P�D�W�L�R�Q���D�E�R�X�W���L�Q�W�H�U�L�R�U���V�S�D�F�H�V�����L�W���L�P�S�H�U�P�L�V�V�L�E�O�\���L�Q�W�U�X�G�H�V��

on constitutionally protected areas.  See Florida v. Jardines, 133 S. Ct. 1409 (2013) 

���J�R�Y�H�U�Q�P�H�Q�W�¶�V���H�Q�W�U�\���L�Q�W�R���F�X�U�W�L�O�D�J�H���Z�L�W�K���W�U�D�L�Q�H�G���G�R�J�V���W�R���V�Q�L�I�I���I�R�U���G�U�X�J�V���L�Q�Vide home constitutes 

search).   
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information for the approximately 750,000 calls involving at least 643 target numbers and 
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identify replacement phones as the targets of its drug investigation discarded old ones.  See, 

e.g., �'�H�I�V�¶���(�[�K�����4�����(�&�)���1�R��������������  �7�K�D�W���D�E�L�O�L�W�\���L�V���R�Q�H���R�I���+�H�P�L�V�S�K�H�U�H�¶�V���³�>�X�@�Q�L�T�X�H���>�S�@�U�R�M�H�F�W��

�>�I�@�H�D�W�X�U�H�V���´����See Hemisphere Slide Deck at 5.  Indeed, �³�+�H�P�L�V�S�K�H�U�H���L�V���P�R�V�W���R�I�W�H�Q���X�Ved by DEA 

�«���L�Q���W�K�H���1�R�U�W�K�Z�H�V�W���>�+�L�J�K���,�Q�W�H�Q�V�L�W�\���'�U�X�J���7�U�D�I�I�L�F�N�L�Q�J���$�U�H�D�@���W�R���L�G�H�Q�W�L�I�\���U�H�S�O�D�F�H�P�H�Q�W���D�G�G�L�W�L�R�Q�D�O��

�S�K�R�Q�H�V���´����Id. at 4; see also id. �D�W���������³�W�K�H���S�U�R�J�U�D�P�´���F�D�Q���³�I�L�Q�G���W�K�H���Q�H�Z���Q�X�P�E�H�U�´���Z�K�H�Q���W�D�U�J�H�W��

�G�U�R�S�V���D���S�K�R�Q�H�����³�W�K�H���S�U�R�J�U�D�P���F�D�Q���R�I�W�H�Q���G�H�W�H�U�P�L�Q�H���F�H�O�O���S�K�R�Q�H�V���W�Ke target is using that are 

�X�Q�N�Q�R�Z�Q���W�R���O�D�Z���H�Q�I�R�U�F�H�P�H�Q�W�´��������And, consistent with Hemisphere, here D�H�I�H�Q�G�D�Q�W�V�¶���Q�H�Z��

�S�K�R�Q�H���Q�X�P�E�H�U�V���Z�H�U�H���L�G�H�Q�W�L�I�L�H�G���E�H�F�D�X�V�H���W�K�H�\���Z�H�U�H���E�H�L�Q�J���³�X�V�H�G���E�\���>�'�H�I�H�Q�G�D�Q�W�V�@���L�Q���D���V�L�P�L�O�D�U��

fashion, with similar calling patterns and similar comm�R�Q���F�D�O�O�H�U�V���W�R���>�W�K�H�L�U���R�O�G���S�K�R�Q�H�V�@���´�����'�H�I�V�¶��

Mot. to Compel (ECF No. 226) at 21 (quoting Bates 1000051-53). 

The �I�D�F�W���W�K�D�W���W�K�H���J�R�Y�H�U�Q�P�H�Q�W�¶�V���D�I�I�L�G�D�Y�L�W�V���Q�R�Z�K�H�U�H���P�H�Q�W�L�R�Q��Hemisphere or other 

surveillance programs �L�V���Q�R�W���V�X�U�S�U�L�V�L�Q�J�������³�$�O�O���U�H�T�X�H�V�W�R�U�V���D�U�H���L�Q�V�W�U�X�F�W�H�G��to never refer to 

�+�H�P�L�V�S�K�H�U�H���L�Q���D�Q�\���R�I�I�L�F�L�D�O���G�R�F�X�P�H�Q�W���´����Id. at 12.  In much the same way, recently disclosed 

government training materials show that DEA agents who receive tips based on NSA 
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they were subjected.  There are significant gaps in the sources of the cell phone information 

obtained �E�\���W�K�H���J�R�Y�H�U�Q�P�H�Q�W�����J�D�S�V���W�K�D�W���D�U�H���O�L�N�H�O�\���H�[�S�O�D�L�Q�H�G���E�\���W�K�H���J�R�Y�H�U�Q�P�H�Q�W�¶�V���U�H�O�L�D�Q�F�H���R�Q��

Hemisphere or other forms of electronic surveillance.  See supra at Part II-B-1&2.  These 

intrusive surveillance programs and devices are unconstitutional.  See supra at Part II-A.  �³�5�X�O�H��

�������S�H�U�P�L�W�V���G�L�V�F�R�Y�H�U�\���W�K�D�W���L�V���µ�U�H�O�H�Y�D�Q�W���W�R���W�K�H���G�H�Y�H�O�R�S�P�H�Q�W���R�I���D���S�R�V�V�L�E�O�H���G�H�I�H�Q�V�H���¶�´����United States 

v. Mandel, 914 F.2d 1215, 1219 (9th Cir. 1990).  Defendants should therefore be permitted to 

�G�H�Y�H�O�R�S���W�K�U�R�X�J�K���G�L�V�F�R�Y�H�U�\���L�Q�I�R�U�P�D�W�L�R�Q���D�E�R�X�W���W�K�H���H�[�W�H�Q�W���R�I���W�K�H���J�R�Y�H�U�Q�P�H�Q�W�¶�V���U�H�O�L�D�Q�F�H��on 

unconstitutional electronic surveillance in this investigation. 

Second, Brady �U�H�T�X�L�U�H�V���W�K�H���G�L�V�F�O�R�V�X�U�H���R�I���H�Y�L�G�H�Q�F�H���W�K�D�W���³�E�H�D�U�V���R�Q���W�K�H���F�Uedibility of a 

�V�L�J�Q�L�I�L�F�D�Q�W���Z�L�W�Q�H�V�V���L�Q���W�K�H���F�D�V�H���´����United States v. Strifler, 851 F. 2d 1197, 1201 (9th Cir. 1988); 

see also Giglio v. United States, 405 U.S. 150, 154 (1972).  This requirement applies even if the 

�³�Z�L�W�Q�H�V�V�´���L�V���H�O�H�F�W�U�R�Q�L�F���V�X�U�Y�H�L�O�O�D�Q�F�H������ 

Disclosure obligations apply to information about the reliability of �³�Z�L�W�Q�H�V�V�H�V�´���W�K�H��

government does not call at trial and that are not human.  For example, the government must 

disclose records about a drug detecting dog, including training and certification records and the 

�³�K�D�Q�G�O�H�U�¶�V���O�R�J���´���L�Q���R�U�G�H�U���W�R���D�O�O�R�Z���W�K�H���G�H�I�H�Q�V�H���W�R���D�V�V�H�V�V���W�K�H���G�R�J�¶�V���U�H�O�L�D�E�L�O�L�W�\���D�Q�G���H�I�I�H�F�W�L�Y�H�O�\��

cross-examine the handler at a suppression hearing.  United States v. Thomas, 726 F.3d 1086, 

1096 (9th Cir. 2013) (citing United States v. Cedano�±Arellano, 332 F.3d 568, 570-71 (9th Cir. 

2003)); see also United States v. Cortez�±Rocha, 394 F.3d 1115, 1118 n.1 (9th Cir. 2005) 

���G�L�V�F�O�R�V�X�U�H���R�I���G�U�X�J���G�H�W�H�F�W�L�Q�J���G�R�J���H�Y�L�G�H�Q�F�H���L�V���³�P�D�Q�G�D�W�R�U�\�´���������7�K�H���6�X�S�U�H�P�H���&�R�X�U�W���H�[�S�O�D�L�Q�H�G��

earlier this year that a criminal defendant must be able to challenge the reliability of a drug 

�G�H�W�H�F�W�L�Q�J���G�R�J�����Q�R�W�L�Q�J���V�S�H�F�L�I�L�F�D�O�O�\���W�K�D�W���W�K�H���G�R�J�¶�V���S�H�U�I�R�U�P�D�Q�F�H���L�Q���W�K�H���I�L�H�O�G���P�D�\���E�H���U�H�O�H�Y�D�Q�W������

Florida v. Harris, 133 S. Ct. 1050, 1057 (2013).  �³�>�&�@ircumstances surrounding a particular 

alert may un�G�H�U�P�L�Q�H���W�K�H���F�D�V�H���I�R�U���S�U�R�E�D�E�O�H���F�D�X�V�H�´���L�Q���V�R�P�H���L�Q�V�W�D�Q�F�H�V������Id. at 1057-58.  

Brady and Rule 16 disclosure requirements apply equally to dogs and the covert use of 

surveillance programs.  A �G�U�X�J���G�H�W�H�F�W�L�Q�J���G�R�J�¶�V���S�H�U�I�R�U�P�D�Q�F�H���L�V���U�H�O�H�Y�D�Q�W���W�R���D�V�V�H�V�V�L�Q�J���W�K�H���G�R�J�¶�V��

credibility for purposes of a suppression motion.  To the extent Hemisphere or other 
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surveillance programs served as �W�K�H���³�F�R�Q�I�L�G�H�Q�W�L�D�O���V�R�X�U�F�H���«���S�U�R�Y�L�G�>�L�Q�J�@���L�Q�Y�H�V�W�L�J�D�W�L�Q�J���D�J�H�Q�W�V��

�Z�L�W�K���«���Q�H�Z���F�H�O�O�X�O�D�U���W�H�O�H�S�K�R�Q�H���Q�X�P�E�H�U�>�V�@�´���R�I���W�K�H���W�D�U�J�H�W�V���R�I���W�K�H���L�Q�Y�H�V�W�L�J�D�W�L�R�Q�����'�H�I�V�¶���(�[�K�����4 

(ECF No. 230) at Bates 01001350, so too is information about how these programs function.  

�$�Q�G���M�X�V�W���D�V���W�K�H���³�F�L�U�F�X�P�V�W�D�Q�F�H�V���V�X�U�U�R�X�Q�G�L�Q�J���D���S�D�U�W�L�F�X�O�D�U���D�O�H�U�W�´���P�D�\���X�Q�G�H�U�P�L�Q�H���S�U�R�E�D�E�O�H���F�D�X�V�H���L�Q��
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�W�K�R�X�J�K�W�������%�X�W���W�K�H�Q���D�J�D�L�Q�����W�K�H�\���P�L�J�K�W���Q�R�W���´����In re Sealing and Non-Disclosure of 

Pen/Trap/2703(d) Orders�������������)�����6�X�S�S�������G�����������������������6���'�����7�H�[�������������������³In re Sealing�´����22   

 While access to this information is fundamental to our open system of government in 

general, it is particularly important where the government seeks to use new technology to 

engage in surveillance.  This is so because new forms of technology often raise novel 

constitutional questions.  See supra at Part A.   

 But the government goes to great lengths to keep its surveillance practices secret not 

only from the public, but even from the courts.  It takes affirmative measures to obscure its 

reliance in criminal investigations on controversial surveillance sources, like Hemisphere or 

NSA-derived intelligence, in documents presented to the Court.  See Hemisphere Slide Deck at 

���������D�J�H�Q�W�V���³�L�Q�V�W�U�X�F�W�H�G���W�R���Q�H�Y�H�U���U�H�I�H�U���W�R���+�H�P�L�V�S�K�H�U�H���L�Q���D�Q�\���R�I�I�L�F�L�D�O���G�R�F�X�P�H�Q�W�´���� �³�8���6�����'�L�U�H�F�W�V��

�$�J�H�Q�W�V���7�R���&�R�Y�H�U���8�S���3�U�R�J�U�D�P�V���´��supra note 8 (Document obtained by Reuters directs agents to 

omit reference to NSA-derived information from affidavits and courtroom testimony and to use 

�³�µ�Q�R�U�P�D�O���L�Q�Y�H�V�W�L�J�D�W�L�Y�H���W�H�F�K�Q�L�T�X�H�V���W�R���U�H�F�U�H�D�W�H���W�K�H���L�Q�I�R�U�P�D�W�L�R�Q���S�U�R�Y�L�G�H�G�¶�´����  Agents in this 

�G�L�V�W�U�L�F�W���K�D�Y�H���D�S�S�D�U�H�Q�W�O�\���X�V�H�G���V�W�L�Q�J�U�D�\���W�H�F�K�Q�R�O�R�J�\���³�Z�L�W�K�R�X�W���P�D�N�L�Q�J���W�K�D�W���H�[�S�O�L�F�L�W�´���L�Q��

accompanying applications to this Court.  See �'�H�I�V�¶���(�[�K�����2�����(�&�)���1�R���������������D�W����������Even in those 

instances when the government sets forth its surveillance practices in applications for court 

orders, the public has few methods for accessing this information.23        

                                                           

22 Judge Smith has identified a troubling phenomenon of permanently sealed electronic 
surveillance dockets in district courts around country.  Government applications for electronic 
surveilla�Q�F�H���D�U�H���W�\�S�L�F�D�O�O�\���I�L�O�H�G���X�Q�G�H�U���V�H�D�O���³�X�Q�W�L�O���I�X�U�W�K�H�U���R�U�G�H�U���R�I���W�K�H���&�R�X�U�W�´�����E�X�W���E�H�F�D�X�V�H���W�K�H��
government rarely moves to unseal these orders, they typically remain sealed indefinitely.  See 
id. at 877-78; see also Stephen Wm. Smith, Gagged, Sealed & Delivered: Re�I�R�U�P�L�Q�J���(�&�3�¶�V��
Secret Docket���������+�D�U�Y�����/�����	���3�R�O�¶�\���5�H�Y���������������������������������������H�V�W�L�P�D�W�L�Q�J���W�K�D�W��federal magistrate 
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 By keeping this information secret, the government, whether intentionally or not, 

immunizes itself from popular, legislative,-9(e)4(rnme)-4(nt, whe)4 9Ft



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 


