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Attorney General’s Guidelines which expanded the FBI’s authority to initiate investigations 

without factual predication, and urged the FBI to carefully consider the findings and 

recommendations “to help avoid similar problems” in the future.
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Similar concerns now arise based on FBI documents produced in response to a FOIA 

lawsuit filed by the ACLU of Northern California, the Asian Law Caucus, and the San Francisco 

Bay Guardian.  These documents reveal two disturbing patterns.   

 

First, the FBI targeted American Muslims and Americans of Arab, Middle Eastern, and 

South Asian origin for intelligence gathering under the guise of mosque or community outreach 

programs at mosques, community organizations, and college campuses, based on their religion or 

national origin.  Freedom of religion is a foundational element of American democracy, 

guaranteed by the First Amendment.  Our Constitution also requires equal treatment under the 

law of all people, regardless of their religion or national origin.  Law enforcement investigations 



 
2. Investigating Privacy Act violations within the FBI’s San Francisco and Sacramento 

Divisions, including those summarized in the Appendix; and   

 

3. Providing policy recommendations to ensure that the FBI stops misusing community 

outreach and mosque outreach programs to gather intelligence on innocent Americans and to 

prevent it from recording and disseminating as intelligence Americans’ First Amendment-

protected activities.  

 

Thank you for your attention to this matter.  If you have any questions, please contact 

Devon Chaffee, Legislative Counsel, by e-mail at dchaffee@dcaclu.org, or by phone at 202-675-

2331. 

 

 

Sincerely,  

 

 

 

 

Laura W. Murphy     Hina Shamsi 

Director, Washington Legislative Office  Director, National Security Project 

 

 

 
         

Devon Chaffee     Nusrat J. Choudhury 

Legislative Counsel     Staff Attorney, National Security Project 
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APPENDIX A  
 
 The San Francisco FBI met with members of the South Bay Islamic Association five times 

(1, 2, 3, 4, & 5)1 �I�U�R�P�������������W�R�����������������)�%�,���D�J�H�Q�W�V���G�R�F�X�P�H�Q�W�H�G���D�V���³�S�R�V�L�W�L�Y�H���L�Q�W�H�O�O�L�J�H�Q�F�H�´���D�Q�G��
disseminated outside the FBI an �L�Q�G�L�Y�L�G�X�D�O�¶�V���F�R�P�S�O�D�L�Q�W2 of travel delays during the Hajj 
pilgrimage caused by the No Fly list, as well an �L�Q�G�L�Y�L�G�X�D�O�¶�V���F�R�Q�Y�H�U�V�D�W�L�R�Q3 about the Hajj, 
�³�,�V�O�D�P���L�Q���J�H�Q�H�U�D�O���´���0�X�V�O�L�P�V�¶���V�D�I�H�W�\���L�Q���W�K�H���8���6�������D�Q�G���F�R�P�P�X�Q�L�W�\���I�H�D�U�V���U�H�J�D�U�G�L�Q�J���D�Q���)�%�,��
investigation of imams in Lodi, California.  Two memoranda from 20064 and 20075 contain 
no descriptive information apart from the name and location of mosques contacted by the 
FBI, which might be appropriate to record in a normal community outreach context, but these 
�G�R�F�X�P�H�Q�W�V���Z�H�U�H���L�Q�V�W�H�D�G���F�O�D�V�V�L�I�L�H�G���D�V���³�V�H�F�U�H�W���´���O�D�E�H�O�H�G���³�S�R�V�L�W�L�Y�H���L�Q�W�H�O�O�L�J�H�Q�F�H���´���D�Q�G��
disseminated outside the FBI. 
 

 �7�K�H���6�D�Q���)�U�D�Q�F�L�V�F�R���)�%�,���Y�L�V�L�W�H�G���W�K�H���6�H�D�V�L�G�H���0�R�V�T�X�H���I�L�Y�H���W�L�P�H�V���L�Q�������������I�R�U���³�P�R�Vque 
�R�X�W�U�H�D�F�K���´���D�Q�G���G�R�F�X�P�H�Q�W�H�G���F�R�Q�J�U�H�J�D�Q�W�V�¶���L�Q�Q�R�F�X�R�X�V���G�L�V�F�X�V�V�L�R�Q�V���U�H�J�D�U�G�L�Q�J��frustrations over 
delays in airline travel,6 a property purchase of a new mosque,7 where men and women 
would pray at the new mosque,8 and even the sale of date fruits after services.9  It also 
documented the subject of a particular sermon,10 raising First Amendment concerns.  Despite 
�D�Q���D�S�S�D�U�H�Q�W���O�D�F�N���R�I���L�Q�I�R�U�P�D�W�L�R�Q���U�H�O�D�W�H�G���W�R���F�U�L�P�H���R�U���W�H�U�U�R�U�L�V�P�����W�K�H���)�%�,�¶�V���U�H�F�R�U�G�V���R�I���G�L�V�F�X�V�V�L�R�Q�V��
�Z�L�W�K���P�R�V�T�X�H���O�H�D�G�H�U�V���D�Q�G���F�R�Q�J�U�H�J�D�Q�W�V���Z�H�U�H���D�O�O���F�O�D�V�V�L�I�L�H�G���D�V���³�V�H�F�U�H�W���´���P�D�U�N�H�G���³�S�R�V�L�W�L�Y�H��
�L�Q�W�H�O�O�L�J�H�Q�F�H���´���D�Q�G���G�L�V�V�H�P�L�Q�D�Wed outside the FBI. 

 
 A 2005 San Francisco FBI memorandum11 contained a detailed description of the Islamic 

Center of Santa Cruz, and documented a meeting with a congregant, including his name and 
�U�H�O�L�J�L�R�X�V���D�I�I�L�O�L�D�W�L�R�Q�����D�Q�G���K�L�V���G�L�V�F�X�V�V�L�R�Q���R�I���F�R�Q�J�U�H�J�D�Q�W�V�¶���I�L�Q�D�Q�F�L�D�O���F�R�Q�W�U�L�E�X�W�L�R�Q�V���W�R���W�K�H���&�H�Q�W�H�U��
�D�Q�G���F�R�P�P�X�Q�L�W�\���V�X�S�S�R�U�W���I�R�U���,�V�O�D�P�������7�K�H���G�R�F�X�P�H�Q�W���Z�D�V���F�O�D�V�V�L�I�L�H�G���D�V���³�V�H�F�U�H�W���´���P�D�U�N�H�G��
�³�S�R�V�L�W�L�Y�H���L�Q�W�H�O�O�L�J�H�Q�F�H���´���D�Q�G���G�L�V�V�H�P�L�Q�D�W�H�G���R�X�W�V�L�G�H���W�K�H���)�%I. 

 
 A 2005 San Francisco FBI memorandum12 described contacts with a representative of the 

South Bay Afghan Community Center and failed attempts to set up an outreach meeting with 
the Afghan Cultural Center.  The document identifies the representatives of each 
organization, and lists the address and phone number of the Afghan Cultural Center.  This 
�L�Q�I�R�U�P�D�W�L�R�Q���Z�D�V���G�H�V�F�U�L�E�H�G���D�V���³�S�R�V�L�W�L�Y�H���L�Q�W�H�O�O�L�J�H�Q�F�H�´���D�Q�G���G�L�V�V�H�P�L�Q�D�W�H�G���R�X�W�V�L�G�H���W�Ke FBI. 

 
 A 2005 San Francisco FBI memorandum13 described a meeting with a representative of the 

Granada Islamic School at the Santa Clara Muslim Community Association.  The document 
�G�H�W�D�L�O�H�G���W�K�H���V�F�K�R�R�O�¶�V���I�D�F�L�O�L�W�L�H�V���D�Q�G���V�X�P�P�D�U�L�]�H�G���D���F�R�Q�Y�H�U�V�D�W�L�R�Q���U�H�J�D�U�G�L�Q�J���W�K�H���V�F�K�R�R�O�¶�V��
structure and its relationship with its parent organization.  This information was described as 
�³�S�R�V�L�W�L�Y�H���L�Q�W�H�O�O�L�J�H�Q�F�H�´���D�Q�G���G�L�V�V�H�P�L�Q�D�W�H�G���R�X�W�V�L�G�H���W�K�H���)�%�,�� 

 
 A 2006 San Francisco FBI memorandum14 documented a contact with a named 

representative of the Islamic Network Group to discuss a recently written article, the name of 
which was redac�W�H�G�������7�K�L�V���L�Q�I�R�U�P�D�W�L�R�Q���Z�D�V���O�D�E�H�O�H�G���³�S�R�V�L�W�L�Y�H���L�Q�W�H�O�O�L�J�H�Q�F�H�´���D�Q�G���G�L�V�V�H�P�L�Q�D�W�H�G��
outside the FBI. 
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 A 2008 San Francisco FBI memorandum23 �W�R���D�Q���L�Q�W�H�O�O�L�J�H�Q�F�H���I�L�O�H���G�R�F�X�P�H�Q�W�H�G���³�R�X�W�U�H�D�F�K��
�D�F�W�L�Y�L�W�L�H�V�´���W�R���D���3�D�N�L�V�W�D�Q�L���F�R�P�P�X�Q�L�W�\���R�U�J�D�Q�L�]�D�W�L�R�Q����identi�I�L�H�G���W�K�H���R�U�J�D�Q�L�]�D�W�L�R�Q�¶�V���R�I�I�L�F�H�U�V����
directors and advisors, and �U�H�F�R�U�G�H�G���L�Q�I�R�U�P�D�W�L�R�Q���D�E�R�X�W���W�K�H���R�U�J�D�Q�L�]�D�W�L�R�Q�¶�V��First Amendment-
protected activities, including operation of an Urdu-language radio program. 

 
 A 2009 San Francisco FBI memorandum24 �G�H�V�F�U�L�E�H�G���)�%�,���³�F�R�P�P�X�Q�L�W�\���R�X�W�U�H�D�F�K�´���W�K�U�R�X�J�K��

participation in a career day hosted by an Assyrian community organization.  It reported on 
t�K�H���R�U�J�D�Q�L�]�D�W�L�R�Q�¶�V���H�[�S�U�H�V�V�L�Ye activities, the identities of several leaders, and the content of 
conversations with three community leaders and members about their opinions, backgrounds, 
travel histories, educations, occupations and charitable activities. 

 
 A 2009 Sacramento FBI memorandum25 regarding outreach at California State University, 

Chico documents a conversation with a student about the Saudi Student Association, 
including its size, purpose, and �D�F�W�L�Y�L�W�L�H�V�����7�K�L�V���P�H�P�R�U�D�Q�G�X�P�����Z�K�L�F�K���L�Q�F�O�X�G�H�V���W�K�H���V�W�X�G�H�Q�W�¶�V��
social security number, telephone number and address, was sent to the FBI in Washington, 
DC.  

 
 A 2010 Sacramento FBI memorandum26 named a student interviewed at California State 

University in Chico, CA, identified him as a Sunni Muslim, described his Saudi heritage and 
educational background, and documented his views on the cultural challenges confronting 
Saudi students in the United States. 
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