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STATEMENT OF AMICI CURIAE

The American Civil Liberties Union kmdation (“ACLU”) is a nationwide,
non-profit, non-partisan public interesirganization of more than 500,000
members dedicated to defending the dibérties guaranteed by the Constitution.
The ACLU Foundation of Texas, the orgaation’s affiliate inTexas, was founded
in 1938 to protect and advance civil riglsd civil liberties in the state of Texas
and currently has over 12,00@embers. The protection of privacy as guaranteed
by the Fourth Amendment is of speciahcern to both organizations. The ACLU
has been at the forefront of numerous statk federal caseaddressing the right of
privacy.

The Electronic Frontier FoundatioEFF”) is a non-profit, member
supported civil liberties organization,ds in San Francisco, California, working
to protect privacy rights in a world of sophisticated technology. EFF actively
encourages and challenges governmerd the courts to support privacy and
safeguard individual autonomy, and hasved as counsel or amicus curiae in
cases addressing privacy rights, as welhasFourth Amendment’s application to
new technologies.

The Center for Democracg& Technology (“CDT”) is a non-profit public
interest organization focudeon privacy and other civil liberties issues affecting

the Internet, other communications netksmrand associated technologies. CDT
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represents the public’s interest in an mpeaternet and promes the constitutional
and democratic values of free exggmn, privacy, and individual liberty.

The National Association of CrimindDefense Lawyers (“NACDL”) is a
non-profit professional bar association trgiresents the nation’s criminal defense
attorneys. Its mission is to promote {h@per and fair administration of criminal
justice and to ensure justice and dmecess for those accused of crime or
misconduct. Founded in 1958, NACDhas a membership of approximately
10,000 direct members and additional 35,000 affiliate members in all 50 states
and 30 nations. NACDL hasefquently appeared as amngccuriae before federal
and state courts, and regularly appeassamicus curiae in cases involving the
Fourth Amendment, and its state analogues.

This Court granted amid\CLU, ACLU of Texas ancEFF leave to file an
amicus brief not to exceed 14,000 words. péoty’s counsel authored this brief in
whole or in part, or conbuted money intended torid preparing or submitting
the brief. No other person contributedmey that was intended to fund preparing

or submitting the brief.
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INTRODUCTION

This case raises the important quastdof whether courts may require the
government to obtain a warrant basgibn probable cause foee accessing 60
days’ worth of cell phone location data. iFlguestion is of great significance to
the hundreds of millions of Americansw carry cell phonediecause “[a] person
who knows all of another’s travels can dedwhether he is a wkly church goer,

a heavy drinker, a regular at the gyem unfaithful husband, an outpatient
receiving medical treatment, an associafeparticular individuals or political
groups—and not just one such fattoat a person, but all such factsUnited
States v. Maynard615 F.3d 544, 562D.C. Cir. 2010),affd sub nom. United
States v. Joned32 S. Ct. 945 (2012).

This Court should join the Third Circuit in concluding that the Stored
Communications Act (“SCA”) grants oarts the discretion to require the
government to obtain a warrant bdsapon probable cause before accessing
historical cell phone location dataln re Application of U.S. for an Order
Directing a Provider of Elec. Commc&erv. to Disclose Records to Gow0
F.3d 304, 315-17 (3d Cir. 2010). The pldanguage of the SCA compels this
conclusion. Moreover, the doctrine @bnstitutional avoidance supports this
interpretation. After the Supreme Court’s recent decisidsnited States v. Jones

132 S. Ct. 945 (2012), it is even cleareattthe government violates the Fourth
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Amendment when it obtains 60 days’ o of cell phone location data without
first securing a warrant based upon probalalgse. This Court can avoid ruling on
the constitutionality of the SCA, however, bglding that the acllows courts to
require a warrant based upon proleacause, as occurred here.

If this Court does reach the constitutibgaestion, then it should conclude
that the Fourth Amendment requires tloegrnment to first obtain a warrant based
upon probable cause to access 60 daygstiwof cell phone location data. |If
tracking a vehicle over 28 days violategeasonable expectation of privasge
United States v. Jong$32 S. Ct. 945 (2012), then tracking a cell phone for more
than twice that period surely violatescbuan expectation as well. Moreover, the
warrant and probable cause requirements essential to ensuring that these
invasive searches do not take glaathout adequate justification.

Finally, the magistrate judggefindings of fact cannoserve as the basis for
reversal. These findings are not before @art. Rather, it is the decision of the
district court, not the magistrate, thaiis review. But even if the findings of the
magistrate judge were befotleis Court, the appropriatgandard of review is the
“clearly erroneous” standaravhich they easily meet.

The decision below should be affirmed.
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requires the government to obtain arreat based upon probable cause to access
cell phone location data.
A.  Statutory Background

“Statutory interpretatin begins with the statute’s plain languag€arder v.
Continental Airlines, Inc.636 F.3d 172, 175 (5th Ci2011). A court’s “inquiry
must cease if the statutory languageimsmbiguous and the statutory scheme is
coherent and consistentRobinson v. Shell Oil Co519 U.S. 337, 340 (1997)
(internal quotation marks omitted).

Cell phone location data stored by a gdlbne provider is protected against
government access by the SCA, which ist jwd the Electronic Communications
Privacy Act? The SCA comprehensively gelates the disclosure of
communications content, records, aother information stored by electronic
communication service providers. Speeilly, cell phone location data is
protected under 8 2703(c)(1), which states, in pertinent part:

A governmental entity may require a provider of electronic

communication service...to disclose record or other information

pertaining to a subscriber to ocustomer of such service (not
including the contents of communicationg)nly when the
governmental entity—

(A) obtains a warrant issued usitige procedures described in the

Federal Rules of Criminal Procedure,(m the case of a State court,

issued using State warrant pealures) by a court of competent

jurisdiction;
(B) obtains a court order for suchsclosure under subsection (d) of

2 SeePub. L. No. 99-508, 100 Stat. 1848 (1986).
7
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this section;
[or]
(E) seeks informationnder paragraph (2).

18 U.S.C. § 2703(c)(1) (emphasis addel) short, the government has only three
ways of compelling a service providéo disclose non-content information
pertaining to a customer: (1) obtain a skawarrant under Rulél of the Federal
Rules of Criminal Procedure; (2) obtain@er pursuant to 8703(d); or (3) with
respect to “subscriber information” — nanaeldress, and crediard information —
irrelevant here, obtain a subpoer&eel8 U.S.C. § 2703(c)(2).

In this case, the government did rodittain a Rule 41earch warrant, nor

was it attempting to collect “subscriber imimation.” At issue, then, is § 2703(d),

which, as will be shown below, permitsaurt to demand a probable cause search

warrant before authorizing the governméo seize cell phone location data.

B. The Stored Communications At Permits A Court To Require A
Probable Cause Search Warrant Rther Than An Order Under The §
2703(d) Standard Before Authorizing The Seizure Of Cell Phone
Location Data.

Although this Court has ner addressed the specific issue here, the Third

Circuit has held that the SCA provglemagistrates the ghretion to deny

applications for cell phone location da@en when the government has made the

factual showing required under 8§ 2703(dee In re Application of U.S. for an

Order Directing a Provider of Elec. Conun Serv. to Disclose Records to Gov't



620 F.3d 304, 315-17 (3d Cir. 2010) (hereinaftenifd Circuit OpiniorY), pet. for
reh’g en banc denieBd Cir. Dec. 15, 2010) . Fdéhne reasons stated in the Third
Circuit’'s persuasive opinion, ig1Court should follow suit.

The relevant text of § 2703(d) states:

A court order for disclosure undeulssection (b) or (c) may be issued

by any court that is a court of competent jurisdiction sinall issue

only if the governmental entity offerspecific and articulable facts

showing that there are reasonable gasito believe that the contents

of a wire or electronic communication, or the records or other

information sought, are relevamicamaterial to an ongoing criminal

investigation.
18 U.S.C. § 2703(d) (emphasis added). tihesThird Circuit explained, the SCA’s
use of the phrase “only if” in § 2703(dhdicates that the “specific and articulable
facts” showing required by that sectionaisiecessary, but not sufficient condition
for the issuance of a § 2703(d) order.

This interpretation of the text of § 23@) is consistent with how the phrase

“only if” has been interprete
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than ‘may,” issue 8§ 2703(drders whenever the intermediate standard is met,
Congress could easily have said so. Ad¢ tlery least, the use of ‘may issue’
strongly implies court discretion, an ingdtion bolstered by the subsequent use of
the phrase ‘only if’ ithe same sentenceThird Circuit Opinion 620 F.3cdat 315.

This Court has also explained that when

10



Case: 11-20884 Document: 00511791815 Page: 19 Date Filed: 03/16/2012

found in § 2703(d). If possible, the Courtshtgive effect . . to every clause and
word of a statute.” See Duncan v. Walkeb33 U.S. 167, 174 (2001). For the
“only” in § 2703(d) to havemeaning, it must be conatd to allow the Court the
discretion to deny an appétion for an order under &@3(d) even if a “specific
and articulable facts” showing has been mad&ee Third Circuit Opinion620
F.3d at 319.

The practical effect of such a deniglthat pursuant to 8 2703(c)(1)(A), the
government must instead proceed by obitejra search warrant based on probable
cause, issued under Rule 41 of the Faldeules of Criminal Procedur&ee Third

Circuit Opinion

11
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Allowing disinterested magistrates ethflexibility to require a greater
showing from the government for the disiloe of particularlysensitive or novel

types of private information ensures th

13



14



magistrate judge to hear and determare pretrial matter pending before the
court,” subject to a small number @tceptions irrelevant here. 28 U.S.C.

8 636(b)(1)(A) (emphasis added). Evean matters otherwise excluded in 28
U.S.C. 8 636(b)(1)(A), magistia judges are nonetheless authorized to conduct
evidentiary hearings and make findings a@adommendations to the district court.
28 U.S.C. 8 636(b)(1)(B). Andaturally, many of these decisions bear directly on
constitutional rights. When a magisgaudge makes aecommendation to a

district court judge to suppress evidence or grant

15
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preventing him from denying the applimm results in the expenditure of
considerable government resources in ptirsia course of action that may later

be found illegal andunusable in court proceedings.

16
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request a search warrant instead. Doinbgeforethe government obtains the data

IS necessary to ensure that “nothingeis to the discretion” of the government.
Moreover, if a magistrate denies8a2703(d) request, ¢hgovernment has

recourse: it can either appeal to a distcmiirt judge (as it did here), or come back

with an application for a search warratpported by probable cause. And if a

magistrate approves a 8 2703(d) order, it stlhbe subject to meaningful review

if a criminal defendant challenges it inetltourse of a criminal prosecution that
follows the government’s seizure of records.

In sum, Congress gave magistratelges the discretion not only to make
constitutional determinations, but also require the government to apply for a
search warrant. By requiring the government to request a search warrant, the
magistrate judge saves 8§ 27@B{rom being declared unconstitutional. And as is
clear from the serious nature of the ddnsonal issues at play in this case,
explained below, this Court can alseoid finding 8 2703(dunconstitutional.

D. The Doctrine Of Constitutional Avoidance Requires This Court To
Construe 8 2703(d) As Giving Jdges Discretion To Require A
Warrant.

The constitutional avoidance doctrinest[s] on the reasonable presumption
that Congress did not intend” any meays of a statute to “raise[] serious

constitutional doubts,Clark v. Martinez 543 U.S. 371, 381 (2005), and “[i]t is

therefore incumbent upon [the Court] &ad the statute to eliminate those doubts

18



so long as such a reading is not plaigigntrary to the itent of Congress.'United
States v. X-Citement Video, In®13 U.S. 64, 78 (1994) (internal citations
omitted).

Section 2703(d) places no restriciso on the discretion it grants to
magistrates,see Third Circuit Opinion 620 F.3d at 319, but of course that
discretion is not boundless: “[N]Jo judge the federal courts has arbitrary
discretion . . . .”Id. at 316. Rather, a magistratelscision to require a warrant
“must be supported by reasons” justifyia divergence from § 2703(d)’s specific
and articulable facts standardd. at 316-17. In other words, courts, including
magistrates, clearly may not abuse theréisen that has been granted to them.

In this case, there is a very clear and straightforward basis for the
magistrate’s exercise of discretion.Well-grounded constitutional concerns,
reaffirmed byJones about the status of locationfanmation led the magistrate to
conclude that a warrant was necessarylight of the discretion granted to courts
by Congress in 8§ 2703(d), and particularyiight of the Supreme Court’s recent
admonition that courts should avoichnecessary rulings on how the Fourth

Amendment applies to new technologiion gli8. 4r(G8)r 445d by u(magistas surant

19
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outpatient receiving medical treatment, associate of particular individuals or

political groups—and not just one such faftout a person, but all such facts.”

21
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Fourth Amendment.Jones 132 S. Ct. at 964 (Alito, J., concurringdl. at 955
(Sotomayor, J., concurring) (expressiagreement with Justice Alito). The
Metropolitan Police Department and FBInoa to suspect that Antoine Jones was
involved in trafficking narcoticsld. at 947. Law enforcemeagents installed on
the car he drove a GPS tracking device thas used to gather information on his
travels. Id. Although the law enforcement agerobtained a warrant to track
Jones’s car, they did not comply with msstructions when installing the GPS
device. Id. The government conceded noncdiance with the warrant and argued
only that a warrant was unnecessangl. at 947 n.1. The government tracked
Jones’s movements for 28 days, with thevice registering the car’s location,
accurate within 50 to 100 feet, and samtting that information to a government
computer.ld.

Justice Scalia wrote for the majority, although his opinion is of limited
relevance here. The majority heldathbecause the government “physically
occupied private property for the purpasfeobtaining information,” a search had
taken place.|Id. at 949. It explained that tHeeasonable-expectation-of-privacy
test” derived fronKatz v. United State889 U.S. 347 (1967), “has beadded to,
not substituted farthe common-law trespassory testd. at 952. Acknowledging
that its opinion only addressed surveittarthat involves a trespass, the majority

wrote that “[s]ituations involving merelyhe transmission of electronic signals

23
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without trespass wouldemain subject toKatz analysis.” Id. at 953 Thus, the
majority left cell phone #&cking for another day.

Five justices—including Justice A

24
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results” because it could result inolth Amendment protection against
surveillance that involves a trespass hat functionally equivalent surveillance
that does notld. at 961. For this reason, fias Alito analyzed the issue lones
by looking at the type of information éhgovernment sought to gather: location
information. Id. at 958 (identifying the proper gsigon as “whether respondent’s
reasonable expectations of privacy wer@ated by the long-term monitoring of
the movements of the vehicle he drove.”)

Although Justice Sotomayor joinedsficge Scalia’s majority opinion, she
wrote a separate concurgenin which she explained ahshe also agreed with
Justice Alito’s conclusion that, under tK@atz reasonable expectation of privacy
test, “at the very least, ‘longer term &HRnonitoring in investigations of most
offenses impinges on expectations of privacy.ld. at 955 (quoting Alito
concurrence in judgmeni. at 964). Justice Sotomayor spelled out the privacy-
invasive nature of location tracking at length:

Awareness that the Gavenent may be watching chills associational

and expressive freedom#nd the Government’s unrestrained power

to assemble data that reveal privaspects of identity is susceptible to

abuse. The net result is thaPS monitoring—by making available at

a relatively low cost such a substantial quantum of intimate

information about any person whahe Government, in its unfettered

discretion, chooses to track—maalter the relaonship between
citizen and government in a way thatnsnical to democratic society.

Id. at956 (internal quotation marks omitted).
In short, five justices agreed that at least long-term location tracking

25
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constitutes a search under the Fourth Admeent because it violates individuals’
reasonable expectations of privacy, anddtier four justicegxpressly noted that
they were not reaching the questionwdiether electronic location tracking that
does not involve trespass violates a reasonable expectation of privacy.
Moreover, the Court has made cldgaat location tracking that reveals
otherwise undiscoverable facts about pr&ectpaces also irpates the Fourth
Amendment. InUnited States v. Karod68 U.S. 705 (1984), the Coureld that
location tracking implicates Fourth Am@ment privacy interests because it may
reveal information about individualen areas where they have reasonable
expectations of privacy. IKaro, the police placed a ipnitive tracking device—a
beeper—inside a can of ether and used inter that the ether remained inside a
private residenceld. at 708-10. In consideringFourth Amendment challenge to
the use of the beeper, th@@t held that using an electronic device to infer facts
about “location[s] not open to visuaurveillance,” like whether “a particular
article is actually located at a particutane in the private residence,” or to later
confirm that the article remains onetlpremises, was just as unreasonable as
searching the location without a warrart. at 714-15. Such location tracking,
the Court ruled, “falls within the ambaf the Fourth Amendment when it reveals
information that could not have been ahbed through visual surveillance” from a

public placejd. at 707, regardless of whether weals that information directly or

26



Case: 11-20884 Document: 00511791815 Page: 35 Date Filed: 03/16/2012

through inference. See also Kyllo v. United StateS§33 U.S. 27, 36 (2001)

27
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because even imprecise information, wikembined with visual surveillance or a
known address can enable law enforcementfer the exact location of a phone.
Third Circuit Opinion 620 F.3d at 311. Indeed, that is exactly how the
government’s experts routinely use such data; aJtimel Circuit Opinionnotes,
“the Government has asserted in other c#satsa jury should rely on the accuracy
of the cell tower records to infer that andividual, or at least her cell phone, was
at home.® Id. at 311-12,

The government argues that this Court cannot apply the location tracking
cases without first remanding to the district court for fact-finding about the
accuracy of the recordsdlhgovernment seeks, Gov't Br. at 35, but a remand is

unnecessary because the relevant facts egadl in the record. It is undisputed

towers increasing by 11.5% each ye@TIA The Wireless AssociatioiGTIA'S
Semi-Annual  Wireless Industry Survewt 9 (2009), available at

29



that the government seeks cell phone locatiaia for a prolonged period of time,

a full 60 days. It is also undisputedththe only reason the government seeks the

30
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responsibility for determining whethdhe laws of the land conform to the
Constitution. SeePowell v. McCormack395 U.S. 486, 549 (1969).

If it reaches the constitutional question, this Court should hold that the
Supreme Court’s location tracking cashstate that the government conducts a
search when it obtains historicalllcphone location data. Prolonged location
tracking, whether of a car or a cgbhone, violates Americans’ reasonable
expectations of privacy. Moreover, itauld hold that these searches require the
government to obtain a warrant based upmbable cause. “A search conducted
without a warrant is unreasonalger seand therefore unconstitutional under the
Fourth Amendment, unless it is conduciagsuant to consent or under exigent
circumstances.” United States v. Gonzale$21 F.3d 928, 938 (5th Cir. 1997),
overruled on other grounds Bynited States v. O’'Brienl30 S. Ct. 2169 (2010).
The warrant requirement is essentialthe protections guaranteed by the Fourth
Amendment. The purpose of the prolealchuse requirement is “to safeguard
citizens from rash and unreasonabldeiferences with privacy and from
unfounded charges of crime.”Brinegar v. United States338 U.S. 160, 176
(1949). Other than its reliance on the ganmsory process cases to argue that the
appropriate Fourth Amendmiestandard is “reasonableness,” an argument amici
rebut at lengtlinfra at I1.C, the government makas argument that any exception

to the warrant requirement applies.

32



Even if this Court is not prepared tonclude on the present record that it
would constitute a search for the governmgentise a court order to compel cell
phone providers to disclose 60 days’ wasficell phone location data, there is at
least enough information in the present redordthis Court to conclude that the
lower court did not abuse i@iscretion in requiring #& government to obtain a

warrant based upon probable cause in this

33
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telephone numbers an individual dials was not a search under the Fourth
Amendment. 442 U.S. at 739, 742. Keyt®decision was a determination that
individuals voluntarily convey telephormaumbers to the phone companid. at

744. Moreover, irbmith as inMiller

35
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Contrary to the government’s ataj Gov'’t Br. at 16, there is nper serule
that a business’s customer may nevevehan expectation of privacy in the
contents of the business’s records; rathiee question of expectation of privacy
turns on whether the contents of thoseords were voluntarily conveyed to the
business, and what if any privacy irg@st a user retains in the records.

This Court should follow the ThirdCircuit and reject the government’'s
argument thatMiller and Smith govern here. As th&hird Circuit Opinion
explicitly recognizes, “[aJcell phone customer has not ‘voluntarily’ shared his
location information with a cellular providen any meaningful way.” 620 F.3d at
317. The court considered it signifitathat “it is unlikely that cell phone
customers are aware that their cell phone providetiect and store historical
location information.”d.

Moreover, there are good reasons thiller and Smith should not be
expanded to new contexts. The Supredoeirt has recognized that “[s]ituations
can be imagined, of course, in whikhtz’' two-pronged inquiry would provide an
inadequate index of Faimr Amendment protection.Smith 442 U.S. at 741 n.5;
see also Jones132 S. Ct. at 950 (applying trespass theory of the Fourth
Amendment, noKatz, to preserve constitutionahinimum of privacy protection
from location tracking). If this Court accepts the government’s unjustifiably broad

interpretation oMiller andSmith this will be one of them. As Justice Sotomayor
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pointed out in herJonesconcurrence, the idea thpeople have no reasonable
expectation of privacy in formation they divulge to thd parties is obsolete in
today’s digital world:

This approach is ill suited to thegitial age, in which people reveal a
great deal of information abouteimselves to third parties in the
course of carrying out mundaneska. People disclose the phone
numbers that they dial or textttoeir cellular providers; the URLs that
they visit and the e-mail addressaghwwhich they correspond to their
Internet service providers; andetibooks, groceries, and medications
they purchase to online retailers. . . . . | for one doubt that people
would accept without complaint the warrantless disclosure to the
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Amendment would prove an ineffectivguardian of private communication.”
Warshak 631 F.3d at 286. If this Court holds that cell phone tracking falls outside
of the ambit of the Fourth Amendment, the Supreme Court’'s decisimmaswill
have little practical effect in sajaarding Americans from the pervasive
monitoring of their movements that $mubled a majority of the justicesSee
Jones 132 S. Ct. at 955 (Sotomayor, dgncurring) and 963-964 (Alito, J.,
concurring in the judgment).

This Court should reject the government’s invitation to apylifer and
Smithto this case because the exposureetifphone location data to a cell phone
provider is nothing like the direct conveyae of phone numbers to an operator or
bank documents to a teller. In bdvhller andSmith the relevant documents and
dialed numbers were directly and wotarily conveyed to bank tellers and
telephone operators, or thautomated equivalentsSee, e.g.Smith 442 U.S. at
744. Put simply, the phone customer knelat numbers he was exposing to the

phone company; the bank customer knew wh
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location information appear in the typiozll user’s bill, a critical fact in

39



Case: 11-20884 Document: 00511791815 Page: 48 Date Filed: 03/16/2012



government needed to obtain a warramd demonstrate probable cause to access
email, despite terms of service that pit@a the provider to access emails in some
circumstances)tnited States v. Paigd36 F.3d 1012, 1020 n.X%th Cir. 1998)
(“[A] homeowner’s legitima@ and significant privacy expectation . . . cannot be
entirely frustrated simply becauspso factg a private party (e.g., an exterminator,
a carpet cleaner, or a rooferpwis some of these possessiongJijted States v.
Allen, 106 F.3d 695, 699 (6th Cir. 1997) (indivitkiAave a reasonable expectation

of privacy in their hotel
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the third party doctrine, but these cas#bee involve factual circumstances that
bear little resemblance to obtaining cell phdoeation data or are district court
decisions that this Court need not asttbuld not follow. Gov't Br. at 24-26.
Moreover, none of these casae as persuasive as thaird Circuit Opinion
which, as discussed above, held tha third party doctrine does not apply to
requests for historical cell phonechdion data. 620 F.3d at 317.

In Hoffa v. United Statesthe Supreme Court held that an individual’s
statements to a confidential informerreenot protected from disclosure under the
Fourth Amendment, but that was becatlmestatements were made knowingly and
voluntarily to the informer. 385 U.S. 29302 (1966). As the Third Circuit has
described, there is nothing knowingdawoluntary about the conveyance of cell
phone location data to ke@hone companiesThird Circuit Opinion 620 F.3d at
317. For the same reason, the Tentic@i's decision regarding subscriber
information {.e., name, address) is ab relevance hereUnited States v. Perrine
518 F.3d 1196 (10th Cir. 2008).

The government also cit€&onaldson v. United State400 U.S. 517 (1971),
but that case does not even ilwea Fourth Amendment claind. at 522, and in
any event, both it and anothaf the government’s caseSEC v. Jerry T. O’'Brien,
Inc., 467 U.S. 735 (1984), involve access to financial records that, ddlen,

trigger no privacy expectation. BofReporters Committee for Freedom of the
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privacy cases, but the authority it cites this proposition does not sweep so

broadly. InSmith the Court held that individua
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reasonable expectation of privacy in theatl phone location dataegardless of the
purported third-party rule dbmithandMiller. To the extent this Court disagrees,
however, the appropriate counseuld be to uphold the denial of the government’s
application based on the discretion dgeahunder 8 2703(d) in order to avoid
unnecessarily addressing this undelyi@erious constitutional question.

C. The Compulsory Process Casd30 Not Change The Result.

Considering cell phone users’ reasoealklxpectation of privacy in cell
phone location data, the district court veasrect to conclude that the government
must obtain a search warrant based ppobable cause before obtaining such
private information. The government tgkiesue with this conclusion, analogizing
§ 2703(d) orders tgsubpoenas and arguing that nethass of a cell phone user’s
expectation of privacy, it need only shyi a reasonableness standard to compel
production of cell phone location data fr@ntell phone provider. Gov't Br. at 30-
34. The government’s analogy to tradi#b subpoenas is inepecause here, the
person with a constitutional privacy interestthe records that the government
seeks to obtain—the cell phone user—wmbt be notified of the compulsory
process at issue, and therefore will han@ opportunity tocontest the order’s
reasonableness prior to the disclosure.

Courts have consistently recognizedtth warrant requires probable cause,

though a subpoena does not, because alsaad seizure conded pursuant to a
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warrant is immediate and prioes no opportunity for judial review in advance,
while a subpoena can be contestedcaourt prior to enforcement.See, e.q.
Donovan v. Lone Steer, Inc464 U.S. 408, 415 (1984) (holding that while a
subpoena can issue without a warrant,sihlegpoenaed party is protected because it
can “question the reasonableness ofgtbpoena, before suffeg any penalties
for refusing to comply with it, by raisingbjections in an action in district court”
(internal citations omitted))Zurcher v. Stanford Daily436 U.S. 547, 561 (1978)
(assuming that “the subpoedaces tecunmpffer[s] . . . the pportunity to litigate

its validity” before compliance)Seg 387 U.S. at 544-4%)kla. Press Publ'g Co.

v. Walling 327 U.S. 186, 195, 217 (1946).

Where—as here—the government secrsélgks to compel éhdisclosure of
information through a third party, andetltarget possesses a Fourth Amendment-
protected reasonable expectation of privatye government prevents the target
from contesting the reasonableness ofgbeernment’s demand. As one district
court has noted, “[tlhe venrexistence of a right to challenge [a compelled
disclosure] presupposes apportunity to make it. That opportunity [will be]
circumvented, frustratednd effectively foreclosed by the methods employed
here.”In re Nwamu421 F. Supp. 1361, 1365 (S.D.N.Y. 1976). Such an invasion

of an expectation of privacy, without
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search requiring a probable cause warrant.

Here, the cell phone user has a FouAmendment-protected reasonable
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(“FRE”) are not applicable toourts’ consideration ajovernment applications for
cell phone location data. And in turn, theem be no error by the magistrate judge
for failing to meet the “reasonable digp” standard in FRE 201. Likewise,
because FRE 201 does not apply, thegadlinotice standard does not place any
limits on the magistrate judge’s fact findingAs a result, this Court must review
the magistrate’s “findings ofacts” for clear error. Because there is none, the
“findings of facts” cannobe a basis for reversal.

A.  The Magistrate’s Findings Of Fects Are Not Before This Court.

At the outset, it should be clear thhe “findings of facts” the government
complains about were made by the magistjadge, not the district court, whose
order is uniquely undeeview by this Court.See Magistrate Judge Opinion47
F. Supp. 2d at 831. The district court dally on certain facts, specifically that the
records at issue “would show the daigje, called number, and location of the
telephone when the call was dea” (R. 43). But thestacts are undisputed. In
fact, they were put into evidence by the government its&ée(A. 49). The
government cannot disown them nowhuE, any complaint by the government

about these facts is not before this Court.
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B. Since, As The Government Has Eentially Conceded, The Federal
Rules Of Evidence Do Not Appt To 8 2703(d) Proceedings, The
Magistrate Judge’s “Findings of Facts” Did Not Violate FRE 201's
“Reasonable Dispute” Requirement.

Even if this Court were to find thahe district court judge accepted the
magistrate judge’s “findings of facts” asstown, there is no FRE violation. In its

brief, the government comes close to@aaing that the Federal Rules of Evidence

do not apply in this case at albee
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phone location data.See, e.g., In re Applicatioof U.S. for an Order: (1)
Authorizing Use of a Pen Register aithp and Trace Device; (2) Authorizing
Release of Subscriber and Other Info.; §8dAuthorizing Disclosure of Location-
Based Servs727 F. Supp. 2d 571 (W.D. Tex. 201@ffidavit accompanied cell
site application).

In Frazier, the Eleventh Circuit held #t even though hearings on
supervised release were not specificatigntioned in Federal Rule of Evidence
1101(d), they are sufficiently similar fwobation and parole hearings which Rule
1101(d) exempts that it was appropriateek@mpt supervised release hearings as

well. Frazier, 26 F.3d at 113. In a similar vein, thi0 w751 -2.urrvihea]TJanalogiz -
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C. Even If This Court Decides To Reiew The “Findings of Facts,” The
Magistrate Judge Did Not Commit Clear Error.

The government confuses the standardesfew to apply to this issue, but
reviewing under the correct “clear errorastlard, the magistrate judge’s “findings
of facts” survive.

1. The Correct Standard Of Review ‘€lear Error,” Not Abuse Of
Discretion.

Clinging to the incorrect notion thtte FRE applies, the government claims
the proper standard of review for the nsligite judge’s factual findings is “abuse
of discretion.” SeeGov't Br. at 3 (citingTaylor v. Charter Med. Corpl162 F.3d

0 827, 870 (Bth9Ci 1@98)). 08 02 07 j, -82299. 2(8 3 3 T D

53



2. The Magistrate Judge’s Fadti®eterminations Were Proper.

The magistrate judge based its d'sh significant findings” on expert
testimony given to Congress by Universitly Pennsylvania professor Matt Blaze.
Magistrate Judge Opinigni747 F. Supp. 2d at 830. But that was not the only
source the magistrate judge referenckdlso cited the DOJ’s own Electronic
Surveillance Manual, and sieys from The Wireless Association (“CTIA”), the
leading cellular phone trade groupd. at 831-35. And the government cannot

point to anything in these “findings of fact
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More importantly, however, the gavenent misconstrues the ultimate
conclusion in the “findings of fact." The majority of the government’'s complaint
centers on the precision of cell phone location d&eeGov't Br. at 44-45. It
argues that the “findings of facts” amconsistent with a 2007 case and a 2000
FCC opinion about the accuracy of cell phone tow&eeGov't Br. at 45-46. But
the magistrate’s decision was not basadthe specific precision of MetroPCS or
T-Mobile technologies. Instead, the magite judge looked to the future and the
inevitable technological advances to cometing “[e]ven if an exact latitude and
longitude is not yet ascertainable or netswl for every single mobile call, network

technology is inevitably headed there.”
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Supreme Court has cautionéfiy]hile the technology used in the present case was
relatively crude, the rule we adopt mudte¢account of more sophisticated systems
that are already in use in development.”Kyllo, 533 U.S. at 36.

The only “definite and firm convictionto take from the magistrate judge’s
“findings of facts” is that he was nahistaken about the rapid changes in
technology that make it easier than ewsfore for the government to obtain
precise cell phone location data. THeactual determination does not merit
reversal.

CONCLUSION

Justice Sotomayor has warned about the dangers of location tracking
information, “a tool so amenable to suse, especially ihight of the Fourth
Amendment’s goal to curb arbitrary exersisd# police power to and prevent ‘a too
permeating police surveillance.” Jones 132 S. Ct. at 956 (Sotomayor, J.,
concurring) (quotindgJnited States v. Di R832 U.S. 581, 595 (1948)). The lower
courts elevated privacy at minimal cost to effecter law enforcement by simply
requiring the government to obtain a seanelrrant in order to obtain the specific
location tracking information — cell phonechtion data — that it wanted. This
Court should protect privacy and reinferthe Fourth Amendment in a time of

rapid technological change. Thener courts should be affirmed.
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