
UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

)
AMERICAN CIVIL LIBERTIES,
UNION, et al.,

)
)
)

Plaintiffs, )
)

v. ) Civil Action No. 10-0436 (RMC)
)

DEPARTMENT OF JUSTICE, et al., )
)

Defendants. )
)

MEin

Pakistan, Afghanistan, and elsewhere, the American Civil Liberties Union and the American Civil

Liberties Union Foundation submitted identical broad requests under the Freedom of Information

Act (“FOIA”), 5 U.S.C. § 552, to the Central Intelligence Agency, the Department reemation

Department of State, the Department of Justice, and DOJ’s Office of Legal Counsel for records

documenting the alleged practice.  When the CIA refused to admit or deny that it had any relevant

records, and therefore denied the FOIA request, Plaintiffs sued and cited public comments by Leon

E. Panetta, former CIA DireeT��exemption

for intelligence gathering too narrowly and Mr. Panetta’s comments too broadly.  Whether or not the

CIA has any relevant records, that fact is exempt from disclosure under FOIA.  Summary judgment

will be granted to the CIA.
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I.  FACTS

Plaintiffs ACLU and ACLU Foundation followed the customary path before bringing

this dispute to court.  The background facts are uncontested and are taken from the declaration of

Mary Ellen Cole, Information Review Officer for the CIA.  See CIA’s Mot. for Summ. J. [Dkt. # 15]

(“CIA Mem.”), Ex. 1 (Declaration of Mary Ellen Cole (“Cole Decl.”)).  In a letter to the CIA’s

Information and Privacy Coordinator on January 13, 2010 (incorrectly dated as January 13, 2009),

Plaintiffs submitted a FOIA request seeking “records pertaining to the use of unmanned aerial

vehicles (‘UAVs’)—commonly referred to as ‘drones’ and including the MQ-1 Predator and MQ-9

Reaper—by the CIA and the Armed Forces for the purpose of killing targeted individuals.”  Cole

Decl., Ex. A (Jan. 13, 2010 FOIA Request) (“FOIA Request”) at 2.  In particular, Plaintiffs were

seeking “information about the legal basis in domestic, foreign, and international law for the use of

drones to conduct targeted killings.”  Id.

By letter dated March 9, 2010, the CIA issued a final response to Plaintiffs’ request,

stating that “the CIA can neither confirm nor deny the existence or nonexistence of records

responsive to your request.”  Id., Ex. B (Mar. 9, 2010 CIA Response).  The CIA explained that the

“fact of the existence or nonexistence of requested records is currently and properly classified and

is intelligence sources and methods information that is protected from disclosure by section 6 of the

CIA Act of 1949, as amended.”  Id.  The CIA cited FOIA Exemptions 1 and 3 as the basis for its

response.  Id.  Plaintiffs appealed this denial on April 22, 2010.  Before the appeal was decided,

Plaintiffs filed an amended complaint on June 1, 2010, adding the CIA as defendant.   The CIA1

  Plaintiffs’ January 13, 2010 FOIA request was simultaneously submitted to the U.S.1

Department of Defense, Department of Justice, DOJ’s Office of Legal Counsel, Department of State,
and CIA.  Plaintiffs’ original complaint brought suit against the Departments of Defense, Justice, and
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thereafter closed the administrative appeal file.

Plaintiffs seek information on “drone strikes;” a term used by Plaintiffs (and the Court

for the sake of consistency) to mean the “targeted killing” of a human with a drone.  Paraphrasing

the ten categories of information listed in the FOIA request, Plaintiffs seek records pertaining to:

1. The “legal basis in domestic, foreign and international law upon which unmanned
aerial vehicles” can be used to execute targeted killings, including who may be
targeted with this weapon system, where and why;

2. . . . . 

3. The “selection of human targets for drone strikes and any limits on who may be
targeted by a drone strike;”

4. “[C]ivilian casualties in drone strikes,” including measures to limit civilian
casualties;

5. The “assessment or evaluation of individual drone strikes after the fact,” including
how the number and identities of victims are determined;

6. “[G]eographical or territorial limits on the use of UAVs to kill targeted individuals;”

7. The “number of drone strikes that have been executed for the purpose of killing
human targets, the location of each such strike, and the agency of the government or
branch of the military that undertook each such strike;”

8. The “number, identity, status, and affiliation of individuals killed in drone strikes;”

9. “[W]ho may pilot UAVs, who may cause weapons to be fired from UAVs, or who
may otherwise be involved in the operation of UAVs for the purpose of executing
targeted killings,” including records pertaining to the involvement of CIA personnel,
government contractors, or other non-military personnel, and;

10. The “training, supervision, oversight, or discipline of UAV operators and others
involved in the decision to execute a targeted killing using a drone.”

Cole Decl., Ex. A (Jan. 13, 2010 FOIA Request) at 5–8  personne

use tors utou(Jan. 13, 2010 FOIA Request) at 5–8 

can 
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fact,” including how the performance of those operating and involved in drone strikes is assessed);

id. at 8 (seeking records “pertaining to the involvement of CIA personnel” in drone strikes and the

piloting and operation of drones).  

The CIA affidavit, which is entitled to “substantial weight,” see Frugone v. CIA, 169

F.3d 772, 775 (D.C. Cir. 1999), asserts that disclosing the existence or nonexistence of responsive

records could reveal the functions of CIA personnel, including their involvement or noninvolvement

in drone strikes and any related intelligence interest in drone strikes.  See Cole Decl. ¶¶ 19–21, 41. 

It could reveal functions of CIA personnel if, for instance, the CIA possessed records responsive to

the target selection categories of the request, but not the post-strike analysis and evaluation

categories, or if the CIA possessed records relevant to these categories but not to information on the

training, supervision, oversight or discipline of drone operators.  And if the CIA possessed no

records responsive to these categories, it could reveal that CIA personnel were not performing any

of these potential functions related to drone strikes. 

The CIA declaration offers “reasonable specificity of detail rather than merely

conclusory statements” and has not been “called into question by contradictory evidence in the

record or by evidence of agency bad faith.”  Halperin, 629 F.2d at 148.  “If the agency’s statements

meet this standard, the court is not to conduct a detailed inquiry to decide whether it agrees with the

agency’s opinions; to do so would violate the principle of affording substantial weight to the expert

opinion of the agency.”  Id.  In the end, the CIA is justifiably concerned that revealing the existence

or nonexistence of records sought on the various topic�the ra rned the existence
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the Court is satisfied that the CIA has properly invoked § 403g of the CIA Act to withhold this fact

under Exemption 3.

2.  Whether Drone Strikes Relate to “Intelligence Sources or Methods” Under
NSA?

Whatever the ambit of § 403g of the CIA Act, the CIA correctly contends that its

Glomar response is justified because the information sought by Plaintiffs relates to “intelligence

sources and methods,” protected from disclosure under the NSA.  50 U.S.C. § 403-1(i)(1).   Again,2

Plaintiffs challenge the information withheld as not properly falling within the coverage offered by

the cited statute, here § 403-1(i)(1).  Plaintiffs believe that CIA’s Glomar response must be rejected

because a program that targets certain persons for death or incapacitation cannot be deemed a means

of collecting intelligence, so that neither a source nor a method of intelligence gathering is implicated

by the fact of whether CIA has responsive records.  Instead, Plaintiffs argue that they simply seek

basic information about the “scope, limits, oversight, and legal basis of this killing program.”  Pls.’

Opp’n at 18.  Plaintiffs attempt to cabin the realm of protectable “intelligence sources and methods”

to a concept of “foreign intelligence” analogous to “securing all possible data pertaining to foreign

governments or the national defense and security of the United States.”  CIA v. Sims, 471 U.S. 159,

170 (1985) (internal quotation marks omitted).

Sims explained that through the statutory predecessor to § 403-1(i)(1) of the NSA,

Congress vested the Director of Central Intelligence  with “very broad authority to protect all sources3

  Although § 403-1(i)(1) of the NSA provides that the “Director of National Intelligence2

shall protect intelligence sources and methods from unauthorized disclosure,” the CIA may rely upon
this statutory provision to withhold records under FOIA.  See, e.g., Larson, 565 F.3d at 865.

  Per § 403-1(i)(1), the “Director of National Intelligence shall protect intelligence sources3

and methods from unauthorized disclosure.”  The statutory precursors to § 403-1(i)(1), i.e., 50

-11-
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that the information fall within the Agency’s mandate to conduct foreign intelligence.”  Sims, 471

U.S. at 169.  “Congress simply and pointedly protected all sources of intelligence that provide, or

are engaged to provide, information the Agency needs to perform its statutory duties with respect

to foreign intelligence.”  Id. at 169–70.  Against a congressional backdrop “highlighting the

requirements of effective intelligence operations,” id. at 172, the Court noted that Congress

authorized the CIA to protect intelligence sources and methods to ensure “the most effective

accomplishment of the intelligence mission related to the national security.”  Id. (internal quotation

omitted). 

At first blush, there is force to Plaintiffs’ argument that a “targeted-killing program

is not an intelligence program” in the most strict and traditional sense, the argument bolstered by the

principle that FOIA exemptions are to be narrowly construed.  See Public Citizen, Inc. v. Rubber

Mfrs. Ass’n, 533 F.3d 810, 813 (D.C. Cir. 2008).  Nonetheless, Plaintiffs seek too narrow a reading

of the authority conferred by the NSA to protect “intelligence sources and methods.”  The “Supreme

Court has recognized the broad sweep of ‘intelligence sources’ warranting protection in the interest

of national security.”  Wolf v. CIA, 473 F.3d 370, 375 (D.C. Cir. 2007); see also Fitzgibbon v. CIA,

911 F.2d 755, 760–63 (D.C. Cir. 1990).  Moreover, the Sims Court warned that limiting definitions

of the NSA’s reach had “ignored[d] the realities of intelligence work, which often involves

seemingly innocuous sources as well as unsuspecting individuals who provide valuable intelligence

information.”  Fitzgibbon, 911 F.2d at 760 (quoting Sims, 471 U.S. at 176).  “Relying on this broad

statutory authority, and mindful of ‘the practical necessities of modern intelligence gathering,’ [Sims,

471 U.S. at 169], the Supreme Court held that the proper reading of the statute is that ‘an intelligence

source provides, or is engaged to provide, information the Agency needs to fulfill its statutory

-13-
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obligations.’” Fitzgibbon, 911 F.2d at 761 (quoting Sims, 471 U.S. at 177).

The Court has no reason to second-guess the CIA as to which programs that may or

may not be of interest implicate the gathering of intelligence, see Wolf, 473 F.3d at 377 (“The

Supreme Court gives even greater deference to CIA assertions of harm to intelligence sources and

methods under the National Security Act.”).  The CIA need only “demonstrate[] that the information

withheld logically falls within the claimed exemption.”  ACLU, 628 F.3d at 619; see also Fitzgibbon,

911 F.2d at 762 (explaining that in determining whether the material withheld “relates to intelligence

sources and methods . . . we accord substantial weight and due consideration to the CIA’s

affidavits”).

Ms. Cole declares that, “[i]ntelligence sources and methods are the basic prac•olf
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methods from disparate details to defeat the CIA’s collection efforts.”  Id.  “Thus, even seemingly

innocuous, indirect references to an intelligence source or method could have significant adverse

effects when juxtaposed with other publicly-available data.”  Id.  

“Because ‘the purpose of national security exemptions to the FOIA is to protect

intelligence sources before they are compromised and harmed, not after,’ Halperin, 629 F.2d at 149,

‘the Director of Central Intelligence may protect all intelligence sources, regardless of their

provenance.’” Wolf, 473 F.3d at 377 (quoting Fitzgibbon v. CIA, 911 F.2d 755, 762 (D.C. Cir.

1990)).  Taking into account the deference owed the CIA’s declaration in the FOIA context, the

Court finds the CIA’s justification for its concerns about unauthorized disclosure of intelligence

sources or methods to be both “logical” and “plausible.”  ACLU, 628 F.3d at 619 (quoting Larson,

565 F.3d at 862). 

Lastly, Plaintiffs’ argument that a program of drone strikes cannot form the basis of,

or involve, intelligence sources or methods also ignores the scope of the CIA’s specific authority to

engage in activities beyond “traditional” intelligence gathering (however defined), such as

intelligence activities and operations, covert operations, and foreign relations activities.  Executive

Order 12333, as amended, includes within the CIA’s mandate the requirement that it, inter alia,

“[c]ollect . . ., analyze, produce, and disseminate foreign intelligence and counterintelligence;”

“[c]onduct counterintelligence activities;” “[c]onduct covert action activities approved by the

President;” “[c]onduct foreign intelligence liaison relationships;” and “[p]erform such other

functions and duties related to intelligence as the Director [of the Central Intelligence Agency] may

direct.”  See United States Intelligence Activities, Executive Order No. 12333, 46 Fed. Reg. 59941

(Dec. 4, 1981), as amended by Further Amendments to Executive Order 12333, Executive Order No.

-15-
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13470, 73 Fed. Reg. 45325, § 1.7(a) (July 30, 2008); see also 50 U.S.C. § 403-4a(d) (authorizing the

Director of the Central Intelligence Agency to, inter alia, “collect intelligence through human

sources and by other appropriate means” and “perform such other functions and duties related to

intelligence affecting the national security as the Presiden�
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methods.  See Halperin, 629 F.2d at 147.   The CIA has properly classified this fact under4

§ 403-1(i)(1) of the NSA, as protected by FOIA Exemption 3.

B.  Has the Agency Acknowledged the Existence of Records?

Plaintiffs next contend that former CIA Director Leon J. Panetta has officially

admitted that some or all of the requested records exist so that they are no longer FOIA exempt. 

When “information has been ‘officially acknowledged,’ its disclosure may be compelled even over

an agency’s otherwise valid exemption claim.”  Fitzgibbon, 911 F.2d at 765.  To be officially

acknowledged:  “(1) the information requested must be as specific as the information previously

released; (2) the information requested must match the information previously disclosed; and (3) the

information requested must already have been made public through an official and documented

disclosure.”  ACLU, 628 F.3d at 620–21.  Moreover, as the D.C. Circuit “further explained in Wolf,

‘[p]rior disclosure of similar information does not suffice; instead, the specific information sought

by the plaintiff must already be in the public domain by official disclosure.  This insistence on

exactitude recognizes the Government’s vital interest in information relating to national security and

foreign affairs.’” Id. at 621 (quoting Wolf, 473 F.3d at 378).  Ultimately, the “fact that information

exists in some form in the public domain does not necessarily mean that official disclosure will not

  Plaintiffs further argue that the fact that some documents may need to be redacted does not4

justify a blanket Glomar response, Pls.’ Opp’n at 18–19, which may be correct in most cases.  The
CIA responds that if it had to admit the existence of responsive records, and thereby be obligated to
provide a Vaughn index – indicating the number and nature of withheld records – such disclosure
alone would reveal the depth and breadth of the CIA’s possible involvement in the drone program. 
Cole Decl. ¶ 20.  “If, for instance, the CIA possessed 10,000 responsive records, that might indicate
a significant CIA involvement or interest in drone strikes whereas 10 responsive records might
indicate minimal involvement or interest.”  Id.  “Similarly, disclosing the dates of the responsive
records would provide a timeline of the CIA’s activities that could provide a roadmap to when and
where the CIA is operating or not operating.”  Id.

-17-
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Pls.’ Opp’n, Ex. B (Leon Panetta Remarks at the Pacific Council on International Policy (May 18,

2009)) at 9–10.

Contrary to Plaintiffs’ argument, these comments by Director Panetta did not

officially disclose the CIA’s involvement in the drone strike program.  Responding to the

questioner’s perception of the drone strikes as the “President’s strategy in Pakistan,” Director Panetta

spoke generally of his knowledge of “covert and secret operations” in Pakistan and his assessment

that those operations had been precise with minimal collateral damage.  Even if Director Panetta

were speaking squarely on the issue of drone strikes, he never acknowledged the CIA’s involvement

in such program.  That Director Panetta acknowledged that such a program exists and he had some

knowledge of it, or that he was able to assess its success, is simply not tantamount to a specific

acknowledgment of the CIA’s involvement in such program, nor does it waive the CIA’s ability to

properly invoke Glomar.  See, e.g., Wilner v. NSA, 592 F.3d 60, 70 (2d Cir. 2009) (“[A]n agency may

invoke the Glomar doctrine in response to a FOIA request regarding a publicly revealed matter.”) ;5

  In Wilner, the Second Circuit reviewed a FOIA request for records obtained under the5

Terrorist Surveillance Program (“TSP”), a clandestine program initiated after September 11, 2001,
in which the National Security Agency intercepted international communications of people with
known links to terrorist organizations without warrants or oversight by the Foreign Intelligence
Surveillance Court.  592 F.3d at 65–66.  Plaintiffs’ FOIA requests sought information from the
Government on whether it had intercepted any of their communications, to which the Government
provided a Glomar response.  Id. at 64.  Plaintiffs argued the Glomar response was improper because
the Government had officially disclosed the existence of the TSP.  The Circuit noted that the
existence of the TSP had been officially acknowledged by President George W. Bush and former
CIA Director Michael Hayden, but that the “specific methods used, targets of surveillance, and
information obtained through the program have not been disclosed.”  Id. at 69–70. 

The Second Circuit explained, “Here, although the public is aware that the TSP exists, the
government has found it necessary to keep undisclosed the details of the program’s operations and
scope–the subject of plaintiffs’ FOIA request in this case.  The fact that the public is aware of the
program’s existence does not mean that the public is entitled to have information regarding the
operation of the program, its targets, the information it has yielded, or other highly sensitive national

-19-
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in CIA Suicide Bombing”) at 1.  The article continued:

Killing Mr. al-Yemeni was very important to the CIA because of his
status in al Qaeda and his involvement in the Khost attack, Mr.
Panetta said.  Mr Panetta didn’t speak directly to the circumstances
of the death; the CIA doesn’t discuss covert action.

“Anytime we get a high value target that is in the top leadership of al
Qaeda, it seriously disrupts their operations,” Mr. Panetta said.  “No.
1 that we are not going to hesitate to go after them wherever they try
to hide, and No. 2 that we are continuing to target their leadership.”

Id. at 2.

Similarly, in speaking with ABC News, Mr. Panetta echoed the comment, stating in

response to a question about the possible whereabouts of Osama bin Laden:

But having said that, the more we continue to disrupt Al Qaida’s
operations, and we are engaged in the most aggressive operations in
the history of the CIA in that part of the world, and the result is that
we are disrupting their leadership.  We’ve taken down more than half
of their Taliban leadership, of their Al Qaida leadership.  We just
took down number three in their leadership a few weeks ago.

Id., Ex. E (June 27, 2010 Transcript of This Week “Jake Tapper Interviews CIA Director Leon

Panetta”) at 4.

Plaintiffs argue that these comments, together with other news stories, bar the CIA

from relying on a generalized Glomar response here; that the “fact underlying the CIA’s Glomar

response is identical to the fact officially acknowledged:  that the CIA is involved in drone strikes.” 

Pls.’ Opp’n at 15.  Interesting as it is, Plaintiffs’ argument misperceives the applicable legal standard. 

Whereas Director Panetta spoke generally, Plaintiffs fail to cite any official disclosure containing

the exact information sought by Plaintiffs.  Director Panetta’s comments lacked a specific reference

to any particular CIA action except that the CIA was involved in undefined, aggressive operations

-22-
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drone strikes rampant in the various articles cited in Plaintiffs’ briefs, the statements of journalists,

“experts,” or even unofficial or unidentified sources (even were they CIA personnel) are not

“official” disclosures by the CIA.  See Frugone v. CIA, 169 F.3d 772, 774 (D.C. Cir. 1999); ACLU,

628 F.3d at 621 (explaining that a leaked report, not released pursuant to a government

declassification process, could not be considered officially acknowledged).  Ultimately, “[i]t is one

thing for a reporter or author to speculate or guess that a thing may be so or even, quoting

undisclosed sources, to say that it is so; it is quite another thing for one in a position to know of it

officially to say that it is so.”  ACLU, 628 F.3d at 621–22 (quoting Alfred A. Knopf, Inc. v. Colby,

509 F.2d 1362, 1370 (4th Cir. 1975)). 

 Plaintiffs fail to demonstrate that the CIA has officially acknowledged either the

CIA’s involvement in a drone strike program or the existence or nonexistence of pertinent agency

records.  Plaintiffs’ arguments to the contrary, the CIA has not waived its ability to issue a broad

Glomar response.

C.  FOIA Exemption 1

FOIA Exemption 1 also authorizes the CIA’s Glomar response.  Exemption 3 and 1

are independent exemptions; the “[p]roper invocation of, and affidavit support for, either Exemption,

standing alone, may justify the CIA’s Glomar response.”  Wolf, 473 F.3d at 375; see also Gardels,

689 F.2d at 1106.  Although the Court need not consider the CIA’s invocation of Exemption 1 to

affirm its Glomar response, already found proper under Exemption 3, see Larson, 565 F.3d at

862–63, the Court nonetheless considers the CIA’s reliance on Exemption 1 and finds it proper.   

Exemption 1 of FOIA protects matters that are “(A) specifically authorized under

criteria established by an Executive order to be kept secret in the interest of national defense or

-25-

Case 1:10-cv-00436-RMC   Document 34    Filed 09/09/11   Page 25 of 31



foreign policy and (B) are in fact properly classified pursuant to such Executive order.”  5 U.S.C.

§ 552(b)(1); see also Larson, 565 F.3d at 861.  Executive Order 13526 governs the classification of

national security information.  See Classified National Security Information, Executive Order No.

13526, 75 Fed. Reg. 707 (Dec. 29, 2009) (“E.O. 13526”).  Information can be properly classified

under Executive Order 13526 if four requirements are met:  (1) an original classification authority

classifies the information; (2) the United States Government owns, produces, or controls the

information; (3) the information falls within one or more of eight protected categories listed in

section 1.4 of the Executive Order; and (4) the original classification authority determines that the

unauthorized disclosure of the information reasonably could be expected to result in a specified level

of damage to the national security, and the original classification authority is able to identify or

describe the damage.  Id. § 1.1(a).  Executive Order 13526 expressly authorizes an agency to “refuse

to confirm or deny the existence or nonexistence of requested records whenever the fact of their

existence or nonexistence is itself classified under this order or its predecessors.”  Id. § 3.6(a).  

Mary Ellen Cole, the Information Review Officer for the CIA’s National Clandestine

Service, holds original classification authority and has determined that “the existence or

nonexistence of [responsive] records is a currently and properly classified fact” under the control of

the U.S. Government.  Cole Decl. ¶¶ 3, 5, 30.  Ms. Cole explains that this fact is protected from

disclosure by § 1.4(c) and (d) of the Executive Order, which permits the classification of information

concerning “intelligence activities (including covert action), intelligence sources or methods, or

cryptology,” and “foreign relations or foreign activities of the United States, including confidential

sources,” respectively.  Cole Decl. ¶ 30 (quoting E.O. 13526 § 1.4(c), (d)).  Ms. Cole explains with

sufficient detail that the unauthorized disclosure of the existence or nonexistence of records

-26-
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damage U.S. national interests.”  Id. ¶ 37.  The CIA argues that to acknowledge officially whether

it has responsive records could be construed by foreign governments as an affirmation that the CIA

has operated undetected in their borders, or has taken intelligence operations against its citizens or

residents, which could adversely affect U.S. relations with such nations.  See id.; cf. Afshar v. Dep’t

of State, 702 F.2d 1125, 1130–31 (D.C. Cir. 1983) (“Also, even if a fact – such as the existence of

such a liaison – is the subject of widespread media and public speculation, its official

acknowledgment by an authoritative source might well be new information that could cause damage

to the national security.  Unofficial leaks and public surmise can often be ignored by foreign

governments that might perceive themselves to be harmed by disclosure of their cooperation with

the CIA, but official acknowledgment may force a government to retaliate.”).

The information sought by Plaintiffs directly “implicat[es] national security, a

uniquely executive purview.”  Ctr. for Nat’l Sec. Studies v. DOJ, 331 F.3d 918, 926–27 (D.C. Cir.

2003); see also Larson, 565 F.3d at 865 (“Today we reaffirm our deferential posture in FOIA cases

regarding the ‘uniquely executive purview’ of national security.”).  Since the United States is at war

in Afghanistan against a guerrilla enemy disassociated from any nation or state, it surprises no one

that U.S. information concerning its enemies comes predominately from the intelligence community

and is classified and closely guarded to protect sources, covert actions and operations, U.S. agents,

related intelligence activities and methods, and any workings with foreign governments and foreign

agencies.  While Plaintiffs may hold a general knowledge of the existence and use of drones, that

knowledge does not mean that the underlying intelligence efforts that reveal and guide weapons to

targets are somehow unprotected under FOIA and open to aorts �702 F.2d 1125, 1130–31 (D.C. i�
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“test is not whether the court personally agrees in full with the CIA’s evaluation of the danger –

rather, the issue is whether on the whole record the Agency’s judgment objectively survives the test

of reasonableness, good faith, specificity, and plausibility in this field of foreign intelligence in

which the CIA is expert and given by Congress a special role.”  Gardels, 689 F.2d at 1105.  The fact

that the public may already speak freely of the existence of drones, or speculate openly that such a

program may be directed in part or in whole by the CIA, does not emasculate the CIA’s warnings

of harm were it forced to acknowledge officially the existence or nonexistence of requested records. 

Plaintiffs counter that because information on the program is “already in the public domain in whole

or in part,” i.e., “it is no secret that the CIA uses drones to target and kill individuals,” that “no

additional harm could reasonably be expected to flow from the CIA’s confirmation that it possesses

records responsive to Plaintiffs’ FOIA request.”  See Pls.’ Opp’n at 20, 22–23.  However, the D.C.

Circuit has foreclosed this argument: “that the information withheld by the CIA is ‘so widely

disseminated’ that it could not cause harm to national security is foreclosed by our

requirement . . . that information be ‘officially acknowledged.’”  ACLU, 628 F.3d at 625.  “The

‘officially acknowledged’ test recognizes that even if information exists in some form in the public

domain that does not mean that official disclosure will not cause harm cognizable under a FOIA

exemption.”  Id.   As explained above, the CIA has never officially acknowledged its involvement6

in the drone program publicly.

  Plaintiffs’ additional authority, consisting of statements by John A. Rizzo, acting general6

counsel at the CIA until his retirement in 2009, does not do more:  unauthorized disclosure of
classified facts does not officially disclose those facts.  See Afshar, 702 F.2d at 1133–34 (noting that
books by former CIA agents, even where the books had been pre-screened and approved by the CIA,
did not constitute official and documented disclosures for purposes of waiving an exemption);
Wilson v. CIA, 586 F.3d 171, 189 (2d Cir. 2009) (“A former employee’s public disclosure of
classified information cannot be deemed an ‘official’ act of the [Central Intelligence] Agency.”).
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IV.  CONCLUSION

In short, the CIA has convinced the Court that FOIA Exemptions 1 and 3 apply to any

records it might possibly have that are sought by Plaintiffs and that its Glomar response was

appropriate.  The CIA’s motion for summary judgment [Dkt. # 15] will be granted, and Plaintiffs’

motion for partial summary judgment [Dkt. # 21] will be denied.  A memorializing Order

accompanies this Memorandum Opinion.

Date: September 9, 2011                       /s/                          
ROSEMARY M. COLLYER
United States District Judge
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