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Il. Current Technologies Allow for Detailed Tracking of Americans’
Movements.



The latest generation of cellular towers now mayec@n area as small as a
tunnel, a subway, a specific roadway, a particular



historical information and the length of time tmérmation is stored depend on the



In United States v. Jong$32 S. Ct. 945, 954 (2012), the Supreme Coud thelt
a Fourth Amendment search occurred when the governm



Jones 132 S. Ct. at 956 (Sotomayor, J., concurringp(gtions omitted). Chief Judge
Kozinski of the U.S. Court of Appeals for the Nir@lircuit has elaborated on this critical

point:

| don’t think that most people in the United Statesild agree with the
panel that someone who leaves his car parked idrivisway outside the
door of his home invites people to crawl undenid attach a device that
will track the vehicle’s every movement and traristimat information to
total strangers. There is something creepy and mefrfcan about such
clandestine and underhanded behavior. To those who have lived
under a totalitarian regime, there is an eerie feel



criminals nor to make the home a safe haven fegall activities. It was
done so that an objective mind might weigh the rteedvade that
privacy in order to enforce the law. The right alvacy was deemed too
precious to entrust to the discretion of those wljob is the detection of
crime and the arrest of criminals. Power is a hehthg; and history
shows that the police acting on their own canndrsted.

McDonald v. United State835 U.S. 451, 455 (1948).

The warrant and probable cause requirements aeeielig important here given
the extraordinary intrusiveness of modern-day edeit surveillance. Without these
requirements, the low cost of collecting and siggeolocational information would
permit the police to continuously track any drieexd cell phone user.

The warrant requirement imposes no great burdehestate. Under the GPS
Act, obtaining warrants for geolocational infornoatiwould be even less burdensome
than obtaining them for telephone wiretaps, ancettpectation of privacy implicated in
placing calls on a public phone is no greater tha@nexpectation that the state will not,
absent a warrant, monitor a citizen’s every movementinuously for months on end.

In addition congressional action to require a pbdba@ause warrant for location
tracking enjoys widespread support from compamesarganizations from across the
political spectrum including Amazon, the Americabrary Association, Americans for
Tax Reform, AT&T, the Campaign for Liberty, CitizeAgainst Government Waste, the
Competitive Enterprise Institute, the Center formaeracy and Technology, Consumer
Action, eBay, Facebook, Freedom Works, Google, IBWI, the Information
Technology & Innovation Foundation, Intel, the Lib



5,500 pages of documents from over 200 local lafwreament agencies. The responses
show that while cell phone tracking is routine, fegencies consistently obtain judicial
warrants. The overwhelming majority of the morent280 law enforcement agencies
that provided documents engaged in at least sothphmmne tracking. Most law
enforcement agencies explained that they trackptelhes to investigate crimes. Some
said they tracked cell phones only in emergenéiesgxample to locate a missing
person. Only ten said they have never trackedotelhes.

Many law enforcement agencies track cell phonetedrequently. For example,
based on invoices from cell phone companies, ieappthat Raleigh, N.C. tracks
hundreds of cell phones a year. The practice mosmmon that cell phone companies
have manuals for police explaining what data themganies store, how much they charge
police to access that data, and what officers need to get it.

Most law enforcement agencies do not obtain wasramtrack cell phones, and
the legal standards used vary widely. For exangakce in Lincoln, Neb obtain GPS
location data on telephones without demonstratnogpgble cause. Police in Wilson
County, N.C. obtain historical cell tracking dathexe it is “relevant and material” to an
ongoing investigation, a standard lower than prébeabause. Yet some police
departments do protect privacy by obtaining wag&atsed upon probable cause when
tracking cell phones. For example, police in thei@y of Hawaii, Wichita, and
Lexington, Ky. demonstrate probable cause and wlatavarrant when tracking cell
phones. If these police departments can protett fnablic safety and privacy by meeting
the warrant and probable cause requirements, tivefyother agencies can as well.









without eroding the privacy rights of innocent Amcans. We urge the committee to
support H.R. 2168 and report it favorably fro(a)3.1572ethep
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